Recently, ambient backscatter communication has been introduced as a cutting-edge technology which enables smart devices to communicate by utilizing ambient radio frequency (RF) signals without requiring active RF transmission. This technology is especially effective in addressing communication and energy efficiency problems for low-power communications systems such as sensor networks, and thus it is expected to realize numerous Internet-of-Things applications. Therefore, this paper aims to provide a contemporary and comprehensive literature review on fundamentals, applications, challenges, and research efforts/progress of ambient backscatter communications. In particular, we first present fundamentals of backscatter communications and briefly review bistatic backscatter communications systems. Then, the general architecture, advantages, and solutions to address existing issues and limitations of ambient backscatter communications systems are discussed. Additionally, emerging applications of ambient backscatter communications are highlighted. Finally, we outline some open issues and future research directions.
a result, this technique has found many useful applications in practice such as radio-frequency identification (RFID), tracking devices, remote switches, medical telemetry, and low-cost sensor networks [5] , [6] . However, due to some limitations [7] [8] [9] [10] , conventional backscatter communications cannot be widely implemented for data-intensive wireless communications systems [11] . First, traditional backscatter communications require backscatter transmitters to be placed near their RF sources, thereby limiting the device usage and the coverage area. Second, in conventional backscatter communications, the backscatter receiver and the RF source are located in the same device, i.e., the reader, which can cause the self-interference between receive and transmit antennas, thereby reducing the communication performance. Moreover, conventional backscatter communications systems operate passively, i.e., backscatter transmitters only transmit data when inquired by backscatter receivers. Thus, they are only adopted by some limited applications.
Recently, ambient backscatter [12] has been emerging as a promising technology for low-energy communication systems which can address effectively the aforementioned limitations in conventional backscatter communications systems. In ambient backscatter communications systems (ABCSs), backscatter devices can communicate with each other by utilizing surrounding signals broadcast from ambient RF sources, e.g., TV towers, FM towers, cellular base stations, and Wi-Fi access points (APs). In particular, in an ABCS, the backscatter transmitter can transmit data to the backscatter receiver by modulating and reflecting surrounding ambient signals. Hence, the communication in the ABCS does not require dedicated frequency spectrum which is scarce and expensive. Based on the received signals from the backscatter transmitter and the RF source or carrier emitter, the receiver then can decode and obtain useful information from the transmitter. By separating the carrier emitter and the backscatter receiver, the number of RF components is minimized at backscatter devices and the devices can operate actively, i.e., backscatter transmitters can transmit data without initiation from receivers when it harvests sufficient energy from the RF source. This capability allows the ABCSs to be adopted widely in many practical applications.
Although ambient backscatter communication has a great potential for future low-energy communication systems, especially Internet-of-Things (IoT), they are still facing many challenges. In particular, unlike conventional backscatter communications systems, the transmission efficiency of an ABCS much depends on the ambient source such as the type, e.g., TV signal or Wi-Fi signal, RF source location, and environment, e.g., indoor or outdoor. Therefore, ABCSs have to be designed specifically for particular ambient sources. Furthermore, due to the dynamics of ambient signals, data transmission scheduling for backscatter devices to maximize the usability of ambient signals is another important protocol design issue. Additionally, using ambient signals from licensed sources, the communication protocols of ABCSs have to guarantee not to interfere the transmissions of the licensed users. Therefore, considerable research efforts have been reported to improve ABCSs in various aspects. This paper is the first to provide a comprehensive overview of the state-of-the-art research and technological developments on the architectures, protocols, and applications of emerging ABCSs. The key features and objectives of this paper are • To provide a fundamental background for general readers to understand basic concepts, operation methods and mechanisms, and applications of ABCSs, • To summarize advanced design techniques related to architectures, hardware designs, network protocols, standards, and solutions of ABCSs, and • To discuss challenges, open issues, and potential future research directions. The rest of this paper is organized as follows. Section II provides fundamental knowledge about modulated backscatter communications including operation mechanism, antenna design, channel coding, and modulation schemes. Sections III and IV describe general architectures of bistatic backscatter communication systems (BBCSs) and ABCSs, respectively. We also review many research works in the literature aiming to address various existing problems in ABCSs, e.g., network design, scheduling, power management, and multi-access. Additionally, some potential applications are discussed in Sections III and IV. Then, emerging backscatter communications systems are reviewed in Section V. Section VI discusses challenges and future directions of ABCSs. Finally, we summarize and conclude the paper in Section VII. The abbreviations in this article are summarized in Table I . 
II. AMBIENT BACKSCATTER COMMUNICATIONS: AN OVERVIEW
In this section, we first provide an overview of wireless energy harvesting networks. After that backscatter communications systems and fundamentals of modulated backscatter communications are reviewed. Then, key features in designing antennas for ABCSs are highlighted. Finally, typical modulation and channel coding techniques used in ABCSs are discussed.
A. Energy Harvesting for Green Communications Networks
Recently, energy harvesting (EH) technique has gained a lot of attention from both academia and industry due to its promising features for green communications networks, e.g., WSNs and IoT. The key principle of EH is that it allows wireless devices to harvest energy from RF signals to support their operations. There are three main schemes of EH including wireless power transfer (WPT), wireless-powered communication network (WPCN), and simultaneous wireless information and power transfer (SWIPT) as shown in Fig. 1 .
• Wireless power transfer (WPT): In this scheme, the power transmitter simply transmits energy to the user devices without information. The energy is used to charge the devices' batteries. WPT has many practical applications such as home electronics, medical implants, electric vehicles, and wireless grid [14] . • Wireless-powered communication network (WPCN): This scheme allows the user devices to harvest energy, and then use the energy to actively transmit data. In this context, wireless devices can be developed for future applications such as IoT or, more generally, Internet of Everything [15] . Fig. 1 . Paradigms for wireless energy harvesting schemes [13] .
• Simultaneous wireless information and power transfer (SWIPT): By using a hybrid design, in SWIPT, the power transmitter can transfer energy and information wirelessly to the user devices at the same time. The users then can choose to harvest energy or decode information sent from the power transmitter by simply switching between harvesting and decoding modules, thereby achieving a high energy-information transmission efficiency [13] . Although possessing many advantages, these energy harvesting schemes still have limitations when adopted in lowcost and low-power networks, e.g., WSNs and IoT. For example, in WPCNs, the users may require a long time to harvest enough RF energy to transmit data, thereby limiting the system performance. Resource scheduling and M2M communications are also major issues for SWIPT [17] , [18] . More importantly, equipping active RF transmission components increases the cost and complexity of the devices' circuits. This may not be suitable for large-scale and low-cost wireless communications networks. ABCS is introduced as an alternative solution to significantly improve the network performance. As shown in Table I , although many surveys in the literature have been focused on WPT, WPCN, and SWIPT, there is none for ABCSs.
B. Backscatter Communications Systems
Backscatter communications systems can be classified into three major types based on their architectures: monostatic backscatter communications systems (MBCSs), BBCSs, and ABCSs as shown in Fig. 2. 1) Monostatic Backscatter Communications Systems: In an MBCS, e.g., an RFID system, there are two main components: a backscatter transmitter, e.g., an RFID tag, and a reader as shown in Fig. 2(a) . The reader consists of, in the same device, an RF source and a backscatter receiver. The RF source generates RF signals to activate the tag. Then, the backscatter transmitter modulates and reflects the RF signals sent from the RF source to transmit its data to the backscatter receiver. As the RF source and the backscatter receiver are placed on the same device, i.e., the tag reader, the modulated signals may suffer from a round-trip path loss [19] . Moreover, MBCSs can be affected by the doubly near-far problem. In particular, due to signal loss from the RF source to the backscatter transmitter, and vice versa, if a backscatter transmitter is located far from the reader, it can experience a higher energy outage probability and a lower modulated backscatter signal strength [20] . The MBCSs are mainly adopted for short-range RFID applications.
2) Bistatic Backscatter Communications Systems: Different from MBCSs, in a BBCS, the RF source, i.e., the carrier emitter, and the backscatter receiver are separated as shown in Fig. 2(b) . As such, the BBCSs can avoid the roundtrip path loss as in MBCSs. Additionally, the performance of the BBCS can be improved dramatically by placing carrier emitters at optimal locations. Specifically, one centralized backscatter receiver can be located in the field while multiple carrier emitters are well placed around backscatter transmitters. Consequently, the overall field coverage can be expanded. Moreover, the doubly near-far problem can be mitigated as backscatter transmitters can derive unmodulated RF signals sent from nearby carrier emitters to harvest energy and backscatter data [20] . Although carrier emitters are bulky and their deployment is costly, the manufacturing cost for carrier emitters and backscatter receivers of BBCSs is cheaper than that of MBCSs due to the simple design of the components [21] .
3) Ambient Backscatter Communications Systems: Similar to BBCSs, carrier emitters in ABCSs are also separated from backscatter receivers. Different from BBCSs, carrier emitters in ABCSs are available ambient RF sources, e.g., TV towers, cellular base stations, and Wi-Fi APs instead of using dedicated RF sources as in BBCSs. As a result, ABCSs have some advantages compared with BBCSs. First, because of using already-available RF sources, there is no need to deploy and maintain dedicated RF sources, thereby reducing the cost and power consumption for ABCSs. Second, by utilizing existing RF signals, there is no need to allocate new frequency spectrum for ABCSs, and the spectrum resource utilization can be improved. However, because of using modulated ambient signals for backscatter communications, there are some disadvantages in ABCSs compared with BBCSs. First, modulated ambient RF signals are unpredictable and dynamic, and act as direct interference to backscatter receivers, which largely limits the performance of an ABCS, unlike unmodulated ones of the BBCS, which can easily be eliminated before backscattered signal detection. Second, since ambient RF sources of ABCSs are not controllable, e.g., transmission power and locations, the design and deployment of an ABCS to achieve optimal performance are often more complicated than those of an BBCS.
C. Fundamentals of Modulated Backscatter Communications
Despite differences in configurations, MBCSs, BBCSs, and ABCSs share the same fundamentals. In particular, instead of initiating their own RF transmissions as conventional wireless systems, a backscatter transmitter can send data to a backscatter receiver just by tuning its antenna impedance to reflect the received RF signals. Specifically, the backscatter transmitter maps its bit sequence to RF waveforms by adjusting the load impedance of the antenna. The reflection coefficient of the antenna is computed by [6] , [22] [23] [24] :
where Z a is the antenna impedance, * is the complexconjugate operator, and i = 1, 2 represents the switch state.
In general, the number of states can be greater than 2, e.g., 4
or 8 states. However, in backscatter communications systems, the two-state modulation is typically used because of its simplicity. By switching between two loads Z 1 and Z 2 as shown in Fig. 3 (a), the reflection coefficient can be shifted between absorbing and reflecting states, respectively. In the absorbing state, i.e., impedance matching, RF signals are absorbed, and this state represents bit '0'. Conversely, in the reflecting state, i.e., impedance mismatching, the RF signals are reflected, and this state represents bit '1'. This scheme is known as the load modulation. There are two ways to decode the modulated signals sent from the backscatter transmitter: (i) using analogto-digital converter (ADC) [25] and (ii) using an averaging mechanism. The ADC has been commonly used in backscatter communications systems, especially for RFID systems. The procedures of using the ADC to decode modulated signals are as follows. The backscatter receiver samples the received signals at the Nyquist-information rate of the ambient signals, e.g., TV signals. The received samples, i.e., y[n], at the backscatter receiver are expressed as follows:
where x[n] are the samples of the TV signals received by the backscatter receiver, w[n] is the noise, α is the complex attenuation of the backscattered signals relative to the TV signals, and B[n] are the bits which are transmitted by the backscatter transmitter. Then, the average powers of N received samples are calculated by the backscatter receiver as follows:
where B takes a value of '0' or '1' depending on the non-reflecting and reflecting states, respectively. As x[n] is uncorrelated with the noise w[n], (3) can be expressed as follows:
Denote P as the average power of the received TV signals, i.e.,
Ignoring the noise, the average power at the backscatter receiver is |1 + α| 2 P and P when the backscatter transmitter is at the reflecting (B = 1) and non-reflecting (B = 0) states, respectively. Based on the differences between the two power levels, i.e., |1 + α| 2 P and P, the backscatter receiver can decode the data from the backscattered signals with a conventional digital receiver.
However, the ADC component consumes a significant amount of power, and thus may not be feasible to use in ultra-low-power systems. Therefore, Liu et al. [12] propose the averaging mechanism to decode the modulated signals without using ADCs and oscillators. Intuitively, at the beginning of each packet transmission, the transmitter sends a known preamble that the receiver detects using bit-level correlation on the digital hardware, i.e., the micro-controller. In conventional backscatter systems, e.g., RFID systems, a backscatter device, i.e., a tag, only correlates when it is powered by the reader. However, in the case that the receiver does not know when the transmitter is transmitting data, it might need to continuously correlate. This process is power-consuming and impractical for energy-constrained backscatter receivers. Liu et al. [12] use a comparator to detect bit transitions through a predefined threshold. Once the receiver detects the bit transitions, it will start the correlation process. Additionally, an alternating 0-1 bit sequence is inserted before the preamble in order to allow the comparator to have sufficient leeway to wake up and then use traditional mechanisms to detect bit boundaries and perform framing. The preamble is followed by a header including the type of packet, destination and source addresses, and the length of packet. This is followed by the packet's data. Both the header and data include CRCs to detect errors. Specifically, the averaging mechanism requires only simple analog devices, i.e., an envelope average and a threshold calculator, at the backscatter receiver as shown in Fig. 3(b) . By averaging the received signals, the envelope circuit first smooths these signals. Then, the threshold calculator computes the threshold value which is the average of the two signal levels, and compares with the smoothed signals to detect bits '1' and '0'. After that demodulated bits are passed through a decoder to derive the original data. In backscatter communications systems, the backscatter transmitter and backscatter receiver do not require complex components such as oscillator, amplifier, filter, and mixer, which consume a considerable amount of energy. Thus, the backscatter communications systems have low-power consumption, low implementation cost, and thus are easy to implement and deploy.
It is important to note that the duty-cycle, i.e., the percentage of the ratio of pulse duration to the total period of the waveform, can significantly affect the transmission performance. In particular, when the duty-cycle is close to 50%, the backscattered signal power will be maximized [123] . This is due to the fact that the 50% duty-cycle pulse consists of odd-order harmonics of the fundamental frequency. Hence, signals which are not close to 50% duty-cycle require more bandwidth, thereby limiting the capacity of the system. As a result, many works in the literature adopt 50% duty-cycle for backscatter communications.
D. Antenna Design
In a backscatter communications system, an antenna is an essential component used to receive and backscatter signals. Thus, the design of the antenna can significantly affect the performance of the backscatter communications system. The maximum practical distance between the backscatter transmitter and the RF source, 1 of the system can be calculated by the Friis equation [26] as follows:
where λ is the wavelength, P t is the power transmitted by the RF source, G t (θ, ϕ) and G r (θ, ϕ) are the gain of the transmit antenna and the gain of the receive antenna on the angles (θ, ϕ), respectively. P th is the minimum threshold power that is necessary to provide sufficient power to the backscatter transmitter chip attached to the antenna of the backscatter receiver, p is the polarization efficiency, and τ is the power transmission coefficient based on antenna impedance and chip impedance of the backscatter transmitter. Accordingly, it is important to adjust and set these parameters to achieve optimal performance for the backscatter communications system. 1) Operating Frequency: In a backscatter communications system, the operating frequency of an antenna varies in a wide range depending on many factors such as local regulations, target applications, and the transmission protocols [22] , [27] . For example, RFID systems operate at the frequency ranging from the low frequency band, i.e., 125 kHz -134.2 kHz, and the high frequency band, i.e., 13.56 MHz, to the ultra high frequency (UHF) band, i.e., 860 MHz -960 MHz, and the super high frequency (SHF) band, i.e., 2.4 GHz -2.5 GHz and 5.725 GHz -5.875 GHz [27] , [28] . Most of the recent RFID systems adopt EPC Global Class 1 Gen 2 and ISO 18000-6c as standard regulations for designs in UHF. However, the deployed frequency is dissimilar in different regions, e.g., 866.5 MHz in Europe, 915 MHz in North America, and 953 MHz in Asia [22] , [28] .
It is important to note that increasing the operating frequency results in a higher power consumption and a more complicated design for active RF circuits [29] . However, in a backscatter communications system, the backscatter transmitter antenna does not contain active RF circuits, and thus the power consumption may negligibly increase for higher frequencies. Therefore, several works in the literature suggest that backscatter communications systems have some benefits when operating in the SHF band as follows:
• By backscattering SHF signals, backscatter communications systems can be compatible with billions of existing Bluetooth and Wi-Fi devices [30] . Hence, it is highly potential to capitalize the ubiquitous characteristics of conventional wireless systems to support low-cost, lowpower backscatter communications systems [31] [32] [33] . • As the operating frequency of the backscatter transmitters increases, the half-wave dipole, i.e., a half of wavelength, is reduced, e.g., 16 cm at 915 MHz, 6 cm at 2.45 GHz, and 2.5 cm at 5.79 GHz [6] . Hence, the size of the antenna can be greatly shrunk at the SHF band [29] . Thus, this increases the antenna gain and object immunity [34] . As the antenna is smaller, the backscatter transmitter size becomes smaller, thereby reducing the backscatter receiver's size and making it possible to be embedded on mobile and hand-held readers [34] . • As the SHF band has more available bandwidth than that of the UHF band, backscatter communications systems are able to operate on the spread spectrum to increase the data rate [34] . Recently, ultra-wideband (UWB) backscatter technology has been introduced [35] , [36] . The UWB system can operate with instantaneous spectral occupancy of 500 MHz or a fractional bandwidth of more than 20% [37] . The key idea of the UWB system is that the UWB signals are generated by driving the antenna with very short electrical pulses, i.e., one nanosecond or less. As such, the bandwidth of transmitted signals can increase up to one or more GHz. Hence, the UWB avoids the multi-path fading effect, thereby increasing the robustness and reliability of backscatter communications systems. Furthermore, as the UWB system operates at baseband, it is free of sine-wave carriers and does not require intermediate frequency processing. This can reduce the hardware complexity and power consumption.
2) Impedance Matching: The impedance matching (mismatching) between the chip impedance, i.e., the load impedance, and the antenna impedance is required to ensure that most of the RF signals are absorbed (reflected) in the absorbing (reflecting) state. Thus, finding suitable values of the antenna impedance and the chip impedance is critical in the antenna design.
The complex chip impedance and antenna impedance are expressed as follows [26] , [38] :
where R c and R a are the chip and antenna resistances, respectively, and X c and X a are the chip and antenna reactances, respectively. The chip impedance Z c is hard to change due to technological limitations [39] . This stems from the fact that Z c is a function of the operating frequency and the power received by the chip P c [22] . As a result, changing the antenna impedance is more convenient in performing the impedance matching. P c can be represented by the power received at the antenna P a and the power transmission coefficient τ as P c = P a τ . Here, τ is expressed as follows [26] , [38] :
The closer τ to 1, the better the impedance matching between the backscatter transmitter chip and antenna. The impedance matching will be perfect when τ = 1. Thus, based on (7) , the antenna impedance can be easily determined to achieve the perfect impedance matching, i.e., τ = 1 when Z a = Z * c .
3) Antenna Gain:
Antenna gain is the amount of power transmitted in the direction of peak radiation to an isotropic source [40] . In general, the higher antenna gain leads to the longer range of transmission. Thus, it is important to calculate the antenna gain based on the target communication distance when designing the antenna [41] . However, as the price of a high-gain antenna is more expensive and its size is larger than that of a low-gain antenna, the high-gain antenna is not always a feasible and economical choice for implementation. In particular, for the scenario in which the backscatter transmitters are not far away from the backscatter receiver, or information about the direction of incoming signals is not available, lowgain antennas are more preferred [41] , [42] . Another important factor in designing the antenna is the on-object gain penalty, i.e., the gain penalty loss. This loss represents the reduction of antenna gain due to the material attachment [28] , [34] . The on-object gain penalty depends on different factors such as material properties, object geometry, frequency, and antenna types. Hence, it is difficult to directly calculate the on-object gain penalty. Currently, a common and effective method to determine the on-object gain penalty is through simulations and measurements [34] . 4) Polarization: Polarization, also known as orientation, is the curve traced by an end point of the vector to represent the instantaneous electric field [43] . In other words, it describes how the direction and magnitude of the field vector change over time. According to the shape of the trace, the polarization is classified into linear, circular, and elliptical groups. The power received at the antenna is maximized when the polarization of the incident wave is matched to that of the antenna. Thus, orientations of the backscatter receiver and the backscatter transmitter can significantly affect the received power and the range of the transmission. For example, when the antennas of backscatter receiver and backscatter transmitter are placed parallelly, the received power at the antennas is maximized. Otherwise, if the backscatter transmitter's antenna is displaced by 90 • , i.e., complete polarization mismatch, it is unable to communicate with the backscatter receiver. This is known as the polarization mismatch problem [28] .
The polarization mismatch problem is an important issue, which needs to be carefully considered when designing the antenna, as an orientation of the backscatter transmitter is usually arbitrary [34] . Several works try to solve this problem. One of the effective solutions is transmitting a circularly polarized wave from the reader in the monostatic system [24] , [44] [45] [46] . In this way, the uplink polarization mismatch and downlink polarization mismatch are both equal to 3dB [46] . Thereby, the backscatter transmitter is able to communicate with the backscatter receiver regardless of their orientation. Griffin and Durgin [6] implement two linearly-polarized antennas, which are oriented at 45 • with respect to each other, on the backscatter transmitter. By doing this, the complete polarization mismatch problem can be largely avoided.
E. Channel Coding and Decoding
Channel coding, i.e., coding in the baseband, is a process that matches a message and its signal representation to the characteristics of the transmission channel. The main purpose of the coding process is to ensure reliable transmissions by protecting the message from interference, collision, and intentional modification of certain signal characteristics [47] . At the backscatter receiver, the encoded baseband signals are decoded to recover the original message and detect any transmission errors.
In backscatter communications systems, many conventional coding techniques can be adopted such as non-return-to-zero (NRZ), Manchester, Miller, and FM0 [47] , [48] .
• NRZ code: Bit '1' is represented by high signals and bit '0' is represented by low signals. • Manchester code: Bit '1' is represented by a negative transition, i.e., from a high level to a low level, in the middle of the bit period. Bit '0' is represented by a positive transition, i.e., a low level to a high level, at the start of the clock. • Miller code: Bit '1' is represented by a transition of either high to low levels or low to high levels in the half-bit period, while bit '0' is represented by the continuance of the bit '1' level over the next bit period [47] . • FM0 code: The phases of the baseband signals are all inverted at the beginning of each symbol. Bit '0' has a transition in the middle of the clock. In contrast, bit '1' has no transition during the symbol period [49] , [50] . NRZ and Manchester are the two simple channel coding techniques and widely adopted in backscatter communications systems, especially in RFID systems [47] , [48] . However, the NRZ code has a limitation when the transmitted data has a long string of bits '1' or '0' and the Manchester code requires more bits to be transmitted than that in the original signals. Thus, existing backscatter communications systems, i.e., UHF Class 1 Gen 2 RFID, BBCSs, and ABCSs, usually adopt the Miller and FM0 channel coding techniques due to their advantages such as enhanced signal reliability, reduced noise, and simplicity [12] , [50] [51] [52] .
Nonetheless, as backscatter communications systems are emerging rapidly in terms of the application, technology, and scale, the conventional channel coding techniques may not meet the emerging requirements such as high data rates, long communication range, and robustness. Hence, several novel coding techniques are proposed. Boyer and Roy [53] introduce an orthogonal space-time block code (OSTBC) to improve the data rate and reliability of RFID systems. The key idea of the OSTBC is to transmit data through multiple orthogonal antennas, i.e., multiple-input multiple-output technology. In particular, this channel coding scheme transmits several symbols simultaneously which are spread into block codes over space and time. As such, the OSTBC achieves a maximum diversity order with linear decoding complexity, thereby improving the performance of the system. Durgin and Degnan [54] highlight that the FM0 coding used in ISO 18000-6C standard for UHF RFID tags is simple, but may not achieve maximum throughput. The authors then propose a balanced block code to increase the throughput while maintaining the simplicity of the system. To do so, the balanced block code calculates the frequency spectrum for each of the resulting balanced codewords. 2 Then, the codewords with the deepest spectral nulls at direct current are selected and assigned to a Grey-coded ordered set of the input bits. If the Hamming distance between the codeword and its nonadjacent neighbor is lower than that between the codeword and its adjacent neighbor, the current codeword and its adjacent neighbor are swapped. As a result, the current codeword is placed next to its non-adjacent neighbor. This procedure achieves a local optimum that minimizes the bit errors. The experimental results demonstrate that the balanced block code increases the throughput by 50% compared to the conventional channel coding techniques, e.g., FM0.
In BBCSs, to deal with the interleaving of backscatter channels, an efficient encoding technique, namely short blocklength cyclic channel code, is developed [55] . In particular, based on the principle of the cyclic code [56] , this technique encodes data by associating the code with polynomials. Thus, this short block-length cyclic channel code can be performed efficiently by using a simple shift register. The experimental results demonstrate that the proposed encoding technique can support communication ranges up to 150 meters. Parks et al. [57] introduce μcode, a low-power encoding technique, to increase the communication range and ensure concurrent transmissions for ABCSs. Instead of using a pseudorandom chip sequence, μcode uses a periodic signal to represent the information. In this way, the transmitted signals can be detected at the backscatter receiver without any phase synchronization when the receiver knows the frequency of the sinusoidal signals. The authors also note that the backscatter transmitter cannot transmit sine waves as it supports only two states, i.e., absorbing and reflecting states. Hence, a periodic alternating sequence of bits "0" and "1" is adopted. Without the need for the synchronization, μcode reduces the energy consumption as well as the complexity of the backscatter receiver. Through the experiments, the authors demonstrate that μcode enables long communication ranges, i.e., 40 times longer than that of conventional backscatter communications systems, and also supports multiple concurrent transmissions.
F. Modulation and Demodulation
Modulation is a process of varying one or more properties, i.e., frequency, amplitude, and phase, of carrier signals. At a backscatter receiver, by analyzing the characteristics of the received signals, we can reconstruct the original data by measuring the changes in reception phase, amplitude, or frequency, i.e., demodulation. Table III summaries the principle, advantages, disadvantages along with references of popular modulation schemes in backscatter communications systems.
In general, there are three basic modulation schemes corresponding to the changes of the amplitude, frequency, and phase in the carrier signals, i.e., amplitude shift keying (ASK), frequency shift keying (FSK), and phase shift keying (PSK). These modulation schemes are commonly adopted in backscatter communications systems [47] , [62] , [63] , [66] , [74] , [78] . In BBCSs, FSK is more favorable. In particular, as several backscatter transmitters in BBCSs may communicate with the backscatter receiver simultaneously, there is a need for a multiple access mechanism. Hence, several works choose FSK and frequency-division multiple access (FDMA) for BBCSs since the characteristics of FSK are perfectly fit with FDMA [20] , [30] , [66] , [67] . Furthermore, FSK is resilient to noise and signal strength variations [86] . On the contrary, PSK is mainly adopted in ambient backscatter systems [74] , [78] , [79] . Specifically, PSK can support high data rate transmissions since it transmits data in a small number of radio frequency cycles. Darsena et al. [87] compare the performance between PSK and ASK in different angle φ. 3 The numerical results show that the quadrature PSK (QPSK) modulation with φ = π/18 achieves the highest capacity while the 4-ASK modulation with φ = π/3 offers the lowest capacity. In [88] , a multi-phase backscatter technique is proposed for ASK and PSK to reduce the phase cancellation problem. The phase cancellation problem occurs when there is a relative phase difference between the carrier and backscattered signals received at the backscatter receiver [88] . Through the simulation and experimental results, the authors note that the performance of PSK is better than that of ASK. The reason is that the phase cancellation can be theoretically avoided completely if the difference between the phases of the two pair of impedances takes a value between 0 and π 2 . This can be easily achieved by using the PSK modulation scheme.
Some other modulation schemes are also adopted in backscatter communications systems. In [29] , by using the n-quadrature amplitude modulation (QAM) scheme, i.e., 32-QAM, a passive RF-powered backscatter transmitter operating at 5.8 GHz can achieve 2.5 Mbps data rate at a distance of ten centimeters. Nevertheless, the n-QAM modulation is susceptible to noise, thereby resulting in the normalized power loss [79] . Boyer and Roy [83] measure the normalized power loss by analyzing the use of higher dimensional modulation schemes, e.g., 4-QAM or 8-QAM. The numerical results show that the normalized power loss is significantly increased from 2-QAM to 4-QAM. Therefore, the authors propose a novel QAM modulation scheme to combine QAM with unequal error protection to minimize the normalized power loss. Unequal error protection protects bits at different levels. In particular, bits that are more susceptible to errors will have more protection, and vice versa. Through the numerical results, the authors demonstrate that the normalized power loss is greatly reduced by using the proposed QAM modulation [34] , [49] , [76] . scheme. Vannucci et al. [67] introduce minimum-shift keying (MSK), i.e., a special case of FSK, to minimize interference at the backscatter receiver. The principle of MSK is that signals from the backscatter transmitter will be modulated at different sub-carrier frequencies. Through the experimental results, the authors demonstrate that the MSK modulation scheme can significantly minimize the collision at the backscatter receiver.
At the backscatter receiver, there is a need to detect modulated signals from the backscatter transmitter. Many detection mechanisms have been proposed in the literature. Among them, the noncoherent detection is most commonly adopted because of its simplicity and effectiveness [4] , [77] , [80] , [89] . In particular, the noncoherent detection does not need to estimate the carrier phase, thereby reducing the complexity of the backscatter receiver circuit. This detection mechanism is suitable for the ASK and FSK modulation schemes. However, the noncoherent detection offers only a low bitrate [90] . Therefore, some works adopt the coherent detection to increase the bitrate [65] , [91] . Different from the noncoherent detection, the coherent detection requires knowledge about the carrier phase, resulting in a more complicated backscatter receiver circuit. The PSK modulation usually prefers the coherent detection since its phases are varied to modulate signals. It is also important to note that in ambient backscatter communications systems, as the ambient RF signals are indeterminate or even unknown, many existing works assume that the ambient RF signals follow zero-mean circularly symmetric complex Gaussian distributions. Then, maximum-likelihood (ML) detectors [92] can be adopted to detect the modulated signals at the backscatter receiver [93] [94] [95] .
G. Backscatter Communications Channels
In the following, we describe general models of backscatter communication channels. Then, theoretical analyses and experimental measurements for the backscatter channels are discussed.
1) Backscatter Communications Channels: a) Basic backscatter channel: A general system model of a backscatter communications system consists of three main components: (i) an RF source, (ii) a backscatter receiver, and (iii) a backscatter transmitter as shown in Fig. 4 (a). Note that the RF source and the backscatter receiver can be in the same device, i.e., a reader, in the monostatic systems, or in different devices in BBCSs and ABCSs.
To transmit signals to the backscatter receiver, the backscatter transmitter modulates the carrier signals, which are transmitted from the RF source through the forward link. Then, the modulated signals are transmitted to the backscatter receiver through the backscatter link. The modulated signals received at the backscatter receiver are expressed as follows [49] :
where h b (τ b ; t) is the baseband channel impulse of the backscatter link, i.e., the link between the backscatter transmitter and the backscatter receiver, h f (τ f ; t) is the baseband channel impulse of the forward link, i.e., the link between the RF source and the backscatter transmitter, s(t) is the information signals transmitted from the backscatter transmitter, x (t) is the carrier signals transmitted from the RF source, and n(t) is the noise. b) Dyadic backscatter channel: Recently, a dyadic backscatter channel model is derived to characterize the multiple antenna backscatter channels [6] , [34] , [76] . As shown in Fig. 4(b) , multiple antennas are employed, i.e., M antennas at the RF source, L antennas at the backscatter transmitter, and N antennas at the backscatter receiver. Hence, the dyadic backscatter channel is also known as the M × L × N backscatter channel. Similar to the basic backscatter channel, the received signals at the backscatter receiver are expressed as follows [6] , [34] , [76] :
where y(t) is an N × 1 vector of received complex baseband signals,
impulse response matrix of the backscatter link, and H f (τ f ; t) is the L × M complex baseband channel impulse response matrix of the forward link. S (t) is the backscatter transmitter's narrow band L × L signaling matrix, x (t) is an M × 1 vector of the signals transmitted from the RF source antennas, and n(t) is an N × 1 vector of noise components. The term dyadic represents the two-fold nature of a two-way channel and the matrix form of the modulated signals. In [96] , this channel is investigated in the context of semi-passive backscatter transmitters to achieve diversity and spatial multiplexing. The authors demonstrate that by using multiple antennas at both the backscatter transmitter and backscatter receiver, the communication range is significantly extended. The reason is that in the M × L × N backscatter channel, small-scale fading effects can be reduced [96] , [97] , thereby improving the performance of backscatter communications systems [98] . c) Link budgets for backscatter channels: In a backscatter communications system, there are two major link budgets, i.e., the forward link and the backscatter link budgets, that affect performance of the system (Fig. 4 ). In particular, the forward link budget is defined as the amount of power received by the backscatter transmitter, and the backscatter link budget is the amount of power received by the backscatter receiver [34] . The forward link budget is calculated as follows:
where P t is the power coupled into the backscatter transmitter, P T is the transmit power of the RF source, G T and G t are the antenna gains of the RF source and the backscatter transmitter, respectively. λ is the frequency wavelength, X is the polarization mismatch, τ is the power transmission coefficient, r f is the distance between the RF source and the backscatter transmitter, Θ is the backscatter transmitter's antennas on-object gain penalty, B is the path blockage loss, and F p is the forward link fade margin. The backscatter link budget is calculated as follows:
where M is the modulation factor, r b is the distance between the backscatter transmitter and the backscatter receiver, X f and X b are the forward link and backscatter link polarization mismatches, respectively. B f and B b are the forward link and backscatter link path blockage losses, respectively, and F is the backscatter link fade margin. The link budgets will take different forms depending on the configurations, i.e., MBCSs, BBCSs, and ABCSs. However, the detail is beyond the scope of this survey. More information can be found in [34] and [49] .
2) Theoretical Analyses and Experimental Measurements: Based on the above models, many works focus on measuring and evaluating performance of backscatter channels. In [6] , by adopting different antenna materials, e.g., cardboard sheet, aluminum slab, or pine plywood, under the three configurations, the performance of the backscatter communications system is measured in terms of the link budgets. In particular, the authors demonstrate that reducing antenna impedance results in a small power transmission coefficient that may prevent the backscatter transmitter from turning on. It is also shown that the object attachment and multi-path fading may have significant effects on the performance of the system in terms of the communication range and bitrate between the backscatter transmitter and the backscatter receiver. The authors suggest that using multiple antennas operating at high frequencies provides many benefits such as increasing antenna gain and object immunity, and reducing small-scale fading to facilitate backscatter propagation. In [32] and [99] , the path loss and small-scale fading of backscatter communications systems are extensively investigated in an indoor environment. The authors demonstrate that the small-scale fading of the backscatter channel can be modeled as two uncorrelated traditional one-way fades, and the path loss of the backscatter channel is twice that of the one-way channel.
The multiple-antenna backscatter channels are investigated in [98] and [100]- [102] . By using the cumulative distribution functions to determine the multi-path fading of backscatter channels, Griffin and Durgin [101] , [102] demonstrate that multi-path fading on the modulated backscatter signals can be up to 20 dB and 40 dB with line-of-sight and non-line-of-sight backscatter channels, respectively. However, this multi-path fading can be significantly reduced by using multiple antennas at the backscatter transmitter to modulate data [102] . Furthermore, Griffin and Durgin [100] suggest that the dyadic backscatter channel with two antennas at the backscatter transmitter can improve the reliability of the system and increase the communication range by 78% with a bit-error rate (BER) of 10 −4 compared with basic backscatter channels. Another link budget that needs to be considered is the link envelope correlation. In particular, the link envelope correlation may have negative effects on the performance of the system by coupling fading in the forward and backscatter links even if fading in each link is uncorrelated. Griffin and Durgin [98] adopt probability density functions to analyze the link envelope correlation of the dyadic backscatter channel. The theoretical results show that using multiple antennas at the backscatter transmitter can reduce the link envelope correlation effect, especially for the system in which the RF source and the backscatter receiver are separated, i.e., BBCSs and ABCSs.
Different from all the aforementioned works, some other works focus on measuring and analyzing the BER of backscatter communications [103] . Table IV shows the summary of BER versus SNR in different system setups. Obviously, many factors can affect the BER performance such as antenna configurations, detectors, channel coding, and modulation schemes. In general, using multiple antennas at the backscatter transmitter to modulate data can significantly improve the BER performance. For example, in [85] , by using 8 antennas at the backscatter transmitter, the BER of 10 −5 can be achieved at 50 dB of SNR. However, this may increase the complexity of the backscatter transmitter. Thus, we can reduce BER at the backscatter receiver through using novel channel coding and modulation as well as detection schemes. For example, in [80] , by adopting the 8-PSK modulation and a noncoherent detector, the authors can reduce BER to 10 −4 at 20 dB of SNR. [104] achieves the BER of 10 −4 at 5.3 dB of SNR.
In this section we have provided the principles of modulated backscatter with regard to the fundamentals, antenna design, channel coding and modulation schemes as well as backscatter channel models. In the following, we review various designs and techniques developed for BBCSs and ABCSs.
III. BISTATIC BACKSCATTER COMMUNICATIONS SYSTEMS
In this section, we first describe the general architecture of BBCSs. Then, we review existing approaches which aim to enhance the performance for the BBCSs. Table V provides the summary of BBCSs.
A. Overview of Bistatic Backscatter Communications Systems
BBCSs have been introduced for low-cost, low-power, and large-scale wireless networks. Due to the prominent characteristics, BBCSs have been adopted in many applications such as wireless sensor networks, IoT, and smart agriculture [62] , [106] , [107] .
As shown in Fig. 5 , there are three major components in the BBCS architecture: (i) backscatter transmitters, (ii) a backscatter receiver, and (iii) a carrier emitter, i.e., RF source. Unlike monostatic configuration, e.g., RFID, where the RF source and the backscatter receiver reside on the same device, i.e., the reader [4] , in the bistatic systems, the carrier emitter and the backscatter receiver are physically separated. To transmit data to the backscatter receiver, the carrier emitter first transmits RF signals, which are produced by the RF oscillator, to a backscatter transmitter through the emitter's antenna which is connected to the power amplifier as shown in Fig. 5 . Then, the backscatter transmitter harvests energy from the received signals to support its internal operation functions, such as data sensing and processing. After that, under the instruction of the backscatter transmitter's controller, the carrier signals are modulated and reflected by switching the antenna impedance with different backscatter rates [20] through the RF impedance switch. The carrier emitter's signals and the transmitter's reflected signals are received at the antenna of the backscatter receiver and processed by the RF interface. First, the received signals are passed to the filters to recover the reflected signals from the backscatter transmitter. Then, the signals are demodulated by the demodulator and converted to bits by the converter to extract useful data. The extracted data is collected and processed by the micro-controller unit (MCU) inside the backscatter receiver. References [20] and [62] provide more comprehensive details for the standard models of bistatic systems.
The BBCSs have many advantages compared with conventional wireless communications systems as follows:
• Low power consumption: As the backscatter transmitters do not need to generate active RF signals, they have lower power consumption than those of conventional wireless systems. For example, a low-power backscatter transmitter, which consists of an HMC190BMS8 RF switch [108] as the front-end and an MSP430 [109] as the controller, is introduced in [69] . The power consumptions of HMC190BMS8 and MSP430 are as little as 0.3 μW and 7.2 mW, respectively. Moreover, the backscatter transmitter used in [107] , consumes 10.6 μW for its operations. In [70] , a Silicon Laboratories SI1064 ultra-low power MCU [110] with an integrated transceiver is used as the backscatter receiver and another SI1064 is configured as the carrier emitter. The power consumption of the SI1064 is less than 10.7 mA RX and 18 mA TX at 10 dBm of output power. These power consumptions are significantly lower than that of conventional wireless systems' components. For example, a typical commercial RFID reader, i.e., the Speedway Revolution R420 from Impinj [111] , consumes 15 W of power for its operations. Furthermore, in wireless sensor networks, an active RF sensor, named N6841A [112] , may need as much as 30 W of power to operate, and In contrast, the price of an N6841A sensor [112] , which is a typical active RF sensor, is about $18. In RFID systems, an active RFID tag usually costs $25 up to $100, and a passive 96-bit EPC tag costs 7 to 15 cents (USD) [114] .
In addition, by using off-the-shelf devices, the prices of the carrier emitter and the backscatter receiver are significantly reduced. In [69] , a CC2420 radio chip [115] is used as the carrier emitter and a Texas Instruments CC2500 [116] is utilized as the backscatter receiver. Both CC2420 and CC2500 can work at frequencies in the range of UHF. CC2420 and CC2500 cost $3.95 [117] and $1.19 [118] , respectively, while an RFID reader costs under $100 for low-frequency models, from $200 to $300 for high-frequency models, and from $500 to $2000 for UHF models [119] . • Scalability: In the bistatic systems, as the carrier emitters are separated from the backscatter receiver and deployed close to the backscatter transmitters, the emitter-to-transmitter path loss can be significantly reduced. Therefore, with more carrier emitters in the field and the backscatter transmitters being placed around, the transmission coverage of the systems can be extended [19] . In addition, as bistatic backscatter radio is suitable for low-bit rate sensing applications [55] , the backscatter transmitter occupies a narrow bandwidth. Thus, the number of backscatter transmitters in the systems can be increased in the frequency domain [4] . Compared with the monostatic systems, e.g., RFID, the communication ranges and transmission rates of bistatic systems are usually greater [120] . However, the performances are still limited, especially compared with active radio communications systems. This is due to the fact that the backscatter transmitters are battery-less and hardware-constrained devices. Furthermore, important issues such as multiple access and energy management need to be addressed. Therefore, in the following, we review solutions to address the major challenges in the bistatic systems.
B. Performance Improvement for Bistatic Backscatter Communications Systems
1) Communication Improvement: As mentioned above, a bistatic backscatter offers better communication range and transmission rate than those of MBCSs. Nevertheless, the performances need to be further improved to meet requirements of future wireless systems and their applications.
Kimionis et al. [62] propose a backscatter receiver design to increase the communication range of BBCSs. One of the most important findings in this paper is that the time-varying carrier frequency offset (CFO) between a carrier emitter and a backscatter receiver can significantly reduce the communication range. The CFO often occurs when the local oscillator at the backscatter receiver does not synchronize with the carrier signals, i.e., oscillator inaccuracy. Thus, the authors eliminate the CFO by passing the received signals to an absolute operator at the backscatter receiver. This absolute operator can divide the received signals into noiseless and noise signals. Then, the backscatter receiver observes the amplitude of the noiseless signals which take two distinct values according to the binary modulation performed by the backscatter transmitter, and thus the CFO is removed. Furthermore, the near-optimal detectors are adopted in order to improve the BER performance, which also increases the transmitter-toreceiver distance. The experimental results show that the proposed backscatter receiver design can extend the communication range up to 60 meters at 1 kbps and 30 dBm emitter power in an outdoor environment.
Kampianakis et al. [106] propose a data smoothing technique including two phases of filtering to increase the communication range. The first phase adopts the histogram filtering process that calculates the histogram of collected data and derives these data with the highest occurrence in a certain range. Then, the Savitzky-Golay filtering process [121] is implemented in the second phase to exploit least-squares data smoothing on the measurements. The proposed two-phase filtering can significantly reduce errors that may occur in the transmission, and thus the signal-to-noise ratio (SNR) at the backscatter receiver can be increased. The experimental results show that the proposed technique can extend the communication range up to 100 meters with less than 1 mW of emitter power at 868 MHz and 100 kbps bitrate.
The study in [19] introduces a system model for BBCSs taking into account the important microwave parameters such as CFO, BER, and SNR, which impact the transmitter-to-receiver communication performance. Kimionis et al. [19] then design a non-conventional backscatter radio system architecture with a CFO compensation block and noncoherent detectors. It is shown that the proposed architecture can increase the communication range up to 130 meters at 13 dBm emitter power by using the FSK modulation scheme and 1 kbps bitrate. Alevizos et al. [68] indicate that employing channel coding can increase the communication range and the reliability of BBCSs. To do so, the codeword needs to be simple so that the backscatter transmitter and the backscatter receiver with limited power can process. Thus, the Reed-Mullers code [122] is adopted because of its small length and sufficient error correction capability. Moreover, the authors show that the BBCSs can suffer from the interleaving of carrier-to-transmitter and transmitter-to-receiver channels, which results in the reduction of the communication range. To solve this problem, an interleaving technique is employed in conjunction with the block codes. The key idea is that the backscatter transmitter stores a block of codewords and transmits bits in the block in sequence. As a result, the burst errors affect bits of different codewords rather than bits of the same codeword. From the experimental results, the transmitter-to-receiver communication range can be extended up to 134 meters with 13 dBm emitter power and 1 kbps bitrate.
However, the interleaving technique incurs delay and requires additional memory at both the backscatter transmitter and the backscatter receiver. Therefore, Fasarakis-Hilliard et al. [91] propose a more sophisticated method based on short block-length cyclic channel codes, named interleaved code, to reduce the memory requirements. Specifically, the authors extend the work in [19] by developing coherent detectors to estimate unknown parameters of channel and microwave such as CFO and interleaving. Both the simulation and experimental results show that the proposed solution can achieve the communication range of 150 meters with 20 mW emitter power and 1 kbps bitrate. Varshney et al. [69] introduce a backscatter receiver, named LOREA, to increase the communication range of BBCSs. To achieve this, LOREA decouples the backscatter receiver from the carrier emitter in frequency and space domains by (i) using different frequencies for the carrier emitter and the backscatter receiver and (ii) locating them in different devices. Therefore, the self-interference can be significantly reduced. In addition, LOREA uses 2.4 GHz Industrial Scientific Medical (ISM) band for transmissions, which enables to utilize the signals from other devices, such as sensor nodes and Wi-Fi devices, for carrier signals. By applying LOREA, the communication range can be extended to 225 meters at 26 dBm emitter power and 2.6 kbps bitrate in line-of-sight (LOS) scenarios.
Daskalakis et al. [123] indicate that the backscattered power at the backscatter transmitter will be increased when the duty-cycle approaches 50% [124] , [125] . The authors also note that square waves having the duty cycle different from 50% occupy additional bandwidth. To achieve 50% duty cycle, a backscatter sensor transmitter with an analog switch and a resistor (R 2 ) in the circuit is proposed. The duty cycle of the produced signals is calculated by R 2 2R 2 = 50%. The experiments demonstrate that the communication range is significantly extended up to 250 meters with the sampling rate of 1 MHz and 13 dBm carrier emitter power.
Vougioukas et al. [70] introduce a backscatter transmitter circuit based on the Arduino development board, which uses a bit vector to form a packet consisting of 8-byte preamble, 4byte sync, and 6-byte data. This packet is modulated by BFSK modulation and sent to the backscatter receiver. By selecting a long stream of preamble/sync bytes, the authors can minimize the effects of noise at the backscatter receiver. This leads to the reduction of packet error rate, and thus the communication range can be increased. To extract data in the packets from the backscatter transmitters, at the backscatter receiver, the authors deploy a Silicon Laboratories SI1064 ultra-low power MCU and an embedded TI 1101. The SI1064 MCU is integrated with a transceiver and configured to receive BFSKmodulated signals which are reflected from the backscatter transmitters. The TI 1101 is tested to verify the reception of these signals. Then, a prototype is implemented and based on the topology as shown in Fig. 6(a) . The carrier emitter produces RF signals at 868 MHz with 13 dBm of power, and the emitter-to-transmitter distance d et is 3 meters. The backscatter transmitter modulates data at 1.2 kbps using FSK modulation. The experimental results show that the communication range between the backscatter transmitter and the backscatter receiver d tr can be extended up to 268 meters.
2) Multiple Access: In the bistatic systems, the backscatter receiver may receive reflected signals from multiple backscatter transmitters simultaneously. Therefore, controlling the interference/collision among received signals is a challenge. There are several solutions in the literature to deal with this problem. FSK and On-off-keying (OOK) are the commonly used modulation schemes in BBCSs. Although FSK requires extra processing for CFO estimation compared with OOK, it outperforms OOK in terms of the BER performance [19] . Furthermore, FSK and frequency-division multiplexing (FDM) are suitable for BBCSs. With FDM, since the reserved bandwidth for each backscatter transmitter is narrow, with a given frequency band, many backscatter transmitters can operate simultaneously. As the sub-carrier frequency reserved for each backscatter transmitter is unique, the collisions among the backscatter transmitters are eliminated [19] . As a result, a majority of models in [4] , [19] , [71] , [91] , [106] , and [123] , use FDM as a multiple access scheme.
Kampianakis et al. [106] introduce an expression to estimate the operating sub-carrier frequency of a backscatter sensor transmitter for environment (humidity) monitoring applications. This expression is calculated by using the values of resistors and capacitors in the backscatter transmitter circuitry, i.e., a resistor-capacitor network. All backscatter sensor transmitters have different resistor-capacitor networks. Therefore, the center frequency and the spectrum band of each backscatter Fig. 6 . Experiment setup for measuring (a) communication range [70] , and (b) multiple access [106] . sensor transmitter are unique. By applying this expression, appropriate values of resistor-capacitor components can be chosen and the frequency for each individual transmitter can be calculated. To demonstrate the efficiency of the FDM scheme, the authors deploy the bistatic backscatter sensor system in a green house based on the topology as shown in Fig. 6(b) . The system consists of 10 environmental relative humidity backscatter sensor transmitters, and the topology of these transmitters is presented in Fig. 6b . All the transmitters utilize different resistor-capacitor components in order to apply the FDM scheme as discussed above. To extend the coverage of the system, two carrier emitters with 20 mW emitter power are used. The experimental results show that the backscatter sensor transmitters are able to communicate with the backscatter receiver in a collision-free manner.
Similar to [106] , Daskalakis et al. [123] also define an expression to estimate the sub-carrier frequency for the backscatter sensor transmitters. However, the authors indicate that the outdoor temperature variations affect the circuit operation of the backscatter sensor transmitters, and thus the reserved sub-carrier frequency for each backscatter sensor transmitter may be drifted. Thus, in practice, the reserved bandwidth for each backscatter sensor transmitter is increased, and the number of backscatter sensor transmitters working on a given spectrum band will be reduced. It is also noted that the trade-off between scalability, i.e., the number of simultaneously operating backscatter sensor transmitters, and the environmental parameters for FDM scheme should be also analyzed.
In some cases, multiple BBCSs operate simultaneously at the same location, which can cause serious interference and reduce the performance of the whole network. To address this issue, the authors in [20] , [65] , and [106] adopt time-division multiplexing (TDM) to ensure that in each time frame there is only one active carrier emitter. In a single time frame, the carrier emitter transmits the carrier signals, based on which a certain backscatter transmitter backscatters its data to the backscatter receiver. Hence, the interference among emitters and the transmitters in the network is eliminated.
3) Energy Consumption Reduction:
The backscatter transmitters in BBCSs use energy harvested from the surrounding environment for their internal operations such as modulating and transmitting. However, the amount of the harvested energy is typically small. Therefore, several designs are proposed to use energy efficiently in BBCSs. Iyer et al. [78] design a backscatter transmitter in order to reduce the power consumption of BBCSs. The key idea is using 65 nm low power complementary metal-oxide-semiconductor (CMOS) technology which enables the backscatter transmitter to consume very small amount of energy in an idle state. The experimental results demonstrate that the power consumption of the backscatter transmitter is as little as 28 μW. Similarly, Varshney et al. [69] introduce a backscatter transmitter design which consists of several low-power components such as MSP430 [109] for generating baseband signals and HMC190BMS8 RF switch [108] for the backscatter front-end. Under this design, the backscatter transmitter consumes only 7.2 mW of power as shown in the experimental results.
Konstantopoulos et al. [107] propose a low-power backscatter sensor transmitter which can harvest energy from both the carrier emitter and the plant in the field. The authors note that the plant power-voltage characteristic varies in the range of 0.52-0.67 V, depending on the solar radiation and the ambient environmental temperature. This potential energy can be used to support internal operations of the backscatter sensor transmitter. Thus, an energy storage capacitor is employed to accumulate the biologic energy of the plant through a charging/discharging process. During the charging period, the operations of the backscatter sensor transmitter are suspended, and the biologic energy is harvested and stored in the capacitor. After the capacitor accumulates sufficient energy, the backscatter sensor transmitter is reactivated during the discharging period. The charging/discharging process is repeated constantly based on the transmission time interval of the backscatter sensor transmitter, which is controlled by a power management unit. The experimental results show that the proposed backscatter sensor transmitter consumes around 10.6 μW of power, and the harvested energy from the plant and the carrier emitter is sufficient for the operations. The authors also demonstrate that the capacitor of the backscatter sensor transmitter can have almost 0.7 V of biologic power after 1200 seconds of the charging time.
C. Discussion
In this section, we have provided an overview of BBCSs and reviewed several state-of-the-art approaches to enhance the designs and performances of the BBCSs. We summarize the approaches along with the references in Table V . From the table, we observe that many current works focus on improving the communication range of the BBCSs, while energy consumption reduction and multiple access are less studied. For the power management, some techniques such as eliminating the overheads of sensing, data handling, and communication [64] , and increasing the efficiency of energy harvesting can be developed for the BBCSs. Furthermore, instead of FDMA and TDMA, several multiple access schemes, such as non-orthogonal multiple access, code division multiple access (CDMA), space division multiple access, and random access schemes such as ALOHA and CSMA, can be exploited to avoid transmission collisions.
Besides, as BBCSs use simple modulation and coding schemes, e.g., FSK and OOK, the systems may suffer from potential security attacks which adversely impact the performance and reliability of the systems. However, to the best of our knowledge, the security aspects of BBCSs are marginally studied in the existing works. Thus, this poses a need for effective schemes to prevent the vulnerability of security attacks.
IV. AMBIENT BACKSCATTER COMMUNICATIONS SYSTEMS
In this section, we first present a general architecture of ABCSs. Then, existing approaches to improve performance of the ABCSs are discussed. Finally, we review emerging applications of ABCSs. Table VI provides the summary of ABCSs.
A. Overview of Ambient Backscatter Communications Systems 1) Definition and Architecture:
The first ABCS is introduced in [12] , and it has quickly become an effective communication solution which can be adopted in many wireless applications and systems. Unlike BBCSs, ABCSs allow backscatter transmitters to communicate by using signals from ambient RF sources, e.g., TV towers, cellular and FM base stations, and Wi-Fi APs. As an enabler for device-to-device (D2D) communications, ABCSs have received a lot of attention from both academia and industry [126] , [127] .
As shown in Fig. 7 , a general ABCS architecture consists of three major components: (i) RF sources, (ii) ambient backscatter transmitters, and (iii) ambient backscatter receivers. The ambient backscatter transmitter and receiver can be co-located and known as a transceiver. The ambient RF sources can be divided into two types, i.e., static and dynamic ambient RF sources [128] . Table VII summarizes the transmit power and RF source-to-transmitter distance of some RF sources.
• Static ambient RF sources: Static ambient RF sources are the sources which transmit RF signals constantly, e.g., TV towers and FM base stations. The transmit powers of these RF sources are usually high, e.g., up to 1 MW for TV towers [128] . The transmitter-to-RF source distance can vary from several hundred meters to several kilometers [12] , [75] . • Dynamic ambient RF sources: Dynamic ambient RF sources are the sources which operate periodically or randomly with typically lower transmit power, e.g., Wi-Fi AP. The transmitter-to-RF source distance is often very short, e.g., 1-5 meters [79] . 2) Ambient Backscatter Design: Liu et al. [12] design an ambient backscatter transmitter which can act as a transceiver as shown in Fig. 7 . A transceiver consists of three main components: (i) the harvester, (ii) backscatter transmitter, and (iii) the backscatter receiver. The components are all connected to the same antenna. To transmit data, the harvester extracts energy from ambient RF signals to supply energy for the backscatter transceiver A. Then, by modulating and reflecting the ambient RF signals, the backscatter transceiver A can send data to backscatter transceiver B. To do so, backscatter transceiver A uses a switch which consists of a transistor connected to the antenna. The input of the backscatter transceiver A is a stream of one and zero bits. When the input bit is zero, the transistor is off, and thus the backscatter transceiver A is in the non-reflecting state. Otherwise, when the input bit is one, the transistor is on, and thus the backscatter transceiver A is in the reflecting state. As such, backscatter transceiver A is able to transfer bits to backscatter transceiver B. Clearly, backscatter transceiver B can also send data to backscatter transceiver A in the same way.
In ABCSs, to extract data transferred from the ambient backscatter transmitter, an averaging mechanism is adopted at the ambient backscatter receiver. The main idea of the averaging mechanism is that the backscatter receiver can separate the ambient RF signals and the backscattered signals if the bitrates of these signals are significantly different. Therefore, the backscatter transmitter transmits the backscattered signals at a lower frequency than that of the ambient RF signals, and hence adjacent samples in the ambient RF signals are more likely uncorrelated than adjacent samples in the backscattered signals. As such, the backscatter receiver can remove the variations in the ambient RF signals while the variations in the backscattered signals remain. The backscatter receiver can decode data in the backscattered signals by using two average power levels of the ambient and backscattered signals.
It is important to note that the inputs of the averaging mechanism are digital samples. Hence, another challenge when designing the backscatter receiver is how to decode backscattered data without using an analog-to-digital converter which consumes a significant amount of energy. Liu et al. [12] thus design a demodulator as shown in Fig. 3(b) . First, at the receiver, the received signals are smoothed by an envelope circuit. Then, a threshold between the voltage levels of zero and one bits is computed by a compute-threshold circuit. After that, the comparator compares the average envelope signals with a predefined threshold to generate output bits.
3) Advantages and Limitations: In ABCSs, as the backscatter transmitters can be designed with low-cost and low-power components, the system costs as well as system power consumption can be significantly lowered [12] . For example, the ambient backscatter transceivers in [12] include several analog components such as MSP430 [109] as a micro-controller and ADG902 [129] as an RF switch. The power consumption of the analog components of this transceiver is as low as 0.25 μW TX and 0.54 μW RX, while the analog components of a traditional backscatter system, i.e., Wireless Identification and Sensing Platform (WISP) [130] , consume 2.32 μW TX and 18 μW RX. Furthermore, by using ambient RF signals, there is virtually no cost for deploying and maintaining RF sources, e.g., carrier emitters in BBCSs and readers in RFID systems. ABCSs also enable ubiquitous computing and allow direct D2D and multi-hop communications [87] , [131] . Moreover, backscatter transmitters in ABCSs only modulate and reflect existing signals rather than actively transmit signals in the licensed spectrum. Consequently, their interference to the licensed users is almost negligible. Therefore, the ABCSs can be considered to be legal under current spectrum usage policies [12] , and they do not require dedicated frequency spectrum to operate, thereby saving system cost further.
Nevertheless, ABCSs have some limitations. ABCSs can be affected by the strong direct interference from the ambient RF sources to the backscatter receivers, in which the same RF spectrum is shared. Furthermore, backscatter transmitters use ambient RF signals for circuit operation and data transmission, and thus they are typically not possible to control the RF sources in terms of quality-of-service such as transmit power, scheduling, and frequencies. In addition, ABCSs may potentially face several security issues since the backscatter transmitters are simple devices and the RF sources are not controllable. Moreover, as the harvested energy from the ambient RF signals is usually small [168] , and these signals can be affected by fading and noise on the communication channels, the bitrate and communication range between the backscatter transmitters of ABCSs are limited.
In the following, we review existing solutions to address the aforementioned limitations of ABCSs.
B. Performance Improvement for Ambient Backscatter Communications Systems
1) Communication Improvement: Although ABCSs possess many advantages as mentioned above, their communication ranges and bitrates are very limited. In particular, for the first ABCS introduced in [12] , to achieve a target BER of 10 −2 , the backscatter receiver can receive at a rate of 1 kbps at distance up to 2.5 feet for an outdoor environment and up to 1.5 feet for an indoor environment. Thus, solutions to improve communication efficiency for the ABCSs need to be developed.
Barott [132] first indicate that received signals s(t) at the backscatter receiver consist of ambient RF signals r(t), reflected signals A(t), and noise n(t). Thus, it is able to recover A(t) from s(t) by cross-correlation s(t) r (t). The cross-correlation measures the similarity between two signals and is represented by the notation . To do so, the passive coherent processing is proposed with four stages as shown in Fig. 8 . Block diagram of the signal processing for the passive backscatter receiver [132] . Fig. 8 . First, the received signals are passed to the remodulation stage to recover r(t). In particular, the remodulation stage isolates a copy of r(t) from the received signals s(t) by using modulators and a demodulator. In general, the remodulation process generates two output waveforms. The first waveform is a clutter-free and noise-free reference signal used in adaptive clutter cancellation in the ambient RF signals, i.e., the direct path interference (DPI) cancellation. The second waveform is a mismatched reference signal used in cross-correlation, i.e., the mismatched processing. The principles of the remodulation can be found in [136] . Then, the noise, i.e., DPI, is eliminated in DPI cancelling stage by using the Wiener-Hopf filtering [133] and the extensive cancellation algorithm [134] . Finally, the originally-transmitted signals are recovered from the noiseless signals in the correlation processing and timefrequency analysis stages. Then, the data sent by a backscatter transmitter is extracted through a demodulator. Theoretical analyses demonstrate that the passive coherent processing can achieve a bitrate of 1 kbps at the range of 100 meters with the TV tower operating at 626-632 MHz.
Daskalakis et al. [135] introduce an ambient backscatter communications system that utilizes broadcast FM signals. In particular, the backscatter transmitter adopts OOK modulation and FM0 encoding on the ambient signals from an FM station to transmit data. At the backscatter receiver, an algorithm is employed to derive original data sent from the backscatter transmitter. The key idea of this algorithm is reducing the difference between frequencies at the backscatter transmitter and backscatter receiver, i.e., CFO correction. Then, a matched filter and a downsampling component are applied to remove noise and interference of the received signals to improve system performance. From the experimental results, the proposed backscatter system can achieve a bitrate of 2.5 kbps over a distance of 5 meters between the backscatter transmitter and backscatter receiver.
Bharadia et al. [79] introduce BackFi which offers high bitrate and long-range communication between backscatter sensor transmitters. Unlike [12] , BackFi uses a Wi-Fi AP as an ambient RF source as well as a backscatter receiver. Thus, the backscatter sensor transmitters are able to not only communicate with each other, but also connect to the Wi-Fi AP. BackFi is different from RFID systems since it reuses ambient signals from the Wi-Fi AP which is already deployed for standard wireless networks. Bharadia et al. [79] focus on improving the performance of the uplink transmission from the Fig. 9 . Architecture of the backscatter receiver used in BackFi [79] .
backscatter sensor transmitter to the Wi-Fi AP, i.e., BackFi AP. An important finding is that self-interference at the backscatter receiver, i.e., BackFi AP, can significantly reduce the communication range and transmission rate of the system. The self-interference arises from two sources: (i) signals from the Wi-Fi AP and (ii) reflected signals from non-transmitter objects in the environment. Then, a self-interference cancellation technique is proposed for the backscatter receiver as shown in Fig. 9 . The Wi-Fi signals x, which are sent to a client, e.g., a laptop, are reflected by the environment and by a backscatter sensor transmitter. First, the reflected signals by the environment, i.e., h env , are extracted from the received signals by using digital and analog finite impulse response filters, i.e., cancellation filters. The remaining signals after cancellation are used to estimate backward and forward channels, i.e., h b and h f , respectively. However, h b and h f are in a cascaded form, i.e., h b * h f , where * represents the convolution of two signals. Therefore, the authors use the maximal-ratio combining (MRC) technique [137] to recover the data from the backscatter sensor transmitter, i.e., θ(t), from h b * h f signals. Then, the Viterbi decoder [138] is adopted to extract useful information. The authors then implement an experiment in an indoor environment with multi-path reflections. The experimental results show that BackFi can achieve the throughput of 5 Mbps at a range of 1 meter and the throughput of 1 Mbps at a range of 5 meters with a 2.4 GHz Wi-Fi AP.
Another technique which aims to reduce self-interference at the backscatter receiver is introduced in [139] , named frequency-shifted backscatter. The key idea of this technique is that the backscatter transmitters shift the ambient RF signals, i.e., Wi-Fi signals, to an adjacent frequency band before reflecting. As such, the backscatter receiver can decode data from the reflected signals without self-interference. To do so, the authors use an oscillator at the backscatter transmitter to shift the RF signals by 20 MHz. The experimental results demonstrate that frequency-shifted backscatter can achieve a bitrate of 50 kbps at a range of 3.6 meters with BER of 10 −3 .
Parks et al. [57] design a multi-antenna backscatter transmitter, i.e., μmo, and a low-power coding mechanism, i.e., μcode, to improve communication performance in terms of data rates and transmission ranges. By using multiple antennas, we can eliminate interference from ambient RF signals, e.g., TV signals, thereby increasing the bitrate between the backscatter transmitters. The main design principle of μmo is shown in Fig. 10 . Let s(t) be RF signals from a TV tower and Bob transmits data by reflecting and absorbing s(t) to convey bit '1' and bit '0', respectively. The received signals at two antennas of Alice are expressed as follows:
where h rf , h rf and h b , h b are the channels from the TV tower and Bob to the two antennas of Alice, respectively. In addition, B takes a value of '0' or '1' depending on non-reflecting or reflecting state, respectively. By dividing (12) together, we have the following fraction:
From (13), this fraction is independent of the TV signals, i.e., s(t). Since the value of B is either '0' or '1', the fraction results in two levels, i.e.,
, corresponding to the nonreflecting and reflecting states, respectively. Therefore, Alice can decode data sent from Bob without estimating channel parameters. Moreover, a low-power coding scheme based on CDMA, is proposed to increase the communication ranges between the backscatter transceivers. In this scheme, the backscatter transmitter encodes bit '0' and '1' into different chip sequences, and the backscatter receiver correlates the received signals with the chip sequence patterns to decode the data. Longer chip sequences for encoding can be used at both the backscatter transmitter and the backscatter receiver to increase the SNR. The authors then implement μmo and μcode on a circuit board to evaluate their performance. The experimental results show that μmo increases the bitrate up to 1 Mbps at distances from 4 feet to 7 feet and μcode increases the communication ranges up to 80 feet at 1 kbps by backscattering signals from a TV tower operating at 539 MHz.
Pérez-Penichet et al. [140] propose a solution to improve the bitrate for ABCSs by modifying the encoding technique μcode. Pérez-Penichet et al. [140] highlight that encoding multiple bits per symbol can significantly increase the bitrate. However, this encoding scheme may make the transmission more sensitive to noise and interference. Thus, the authors use simulations to investigate the trade-off between the bitrate and robustness of the proposed encoding scheme. Note that the proposed scheme encodes two bits per symbol. Instead, μcode encodes only one bit per symbol. The simulation results show that the energy per chip over noise spectral density (E c /N 0 ) of the proposed scheme is higher than that of μcode with the same number of chips per symbol. This means that applying multiple bits per symbol can increase the bitrate. However, with the same value of E c /N 0 , μcode shows better robustness than that of the scheme from [140] . In other words, the transmission is more likely to be corrupted by noise and interference when the number of bits per symbol is increased. The authors then conclude that (i) longer chip sequences are more robust and increase the communication range, but result in low bitrates, and (ii) encoding more bits per symbol increases the bitrate, but reduces the robustness.
Liu et al. [141] introduce a full-duplex technique to improve the performance of ABCSs. In this technique, after receiving reflected signals, the backscatter receiver can send a feedback to the backscatter transmitter to inform any error. The authors indicate that the challenge when designing the fullduplex system is that the amplitudes of the received signals at the backscatter receiver can change considerably when the receiver backscatters to send feedback signals. This issue arises due to the fact that the backscatter receiver uses the same antenna to transmit and receive signals. Therefore, the authors change the impedance of the antenna at the backscatter receiver to create phase shifts to the received signals, and thus the amplitudes of the received signals at the backscatter receiver are maintained. The authors then introduce a protocol with two steps for the feedback channel. First, as soon as the backscatter receiver receives signals sent from the backscatter transmitter, the backscatter receiver begins to transmit preamble bits on the feedback channel. Then, the backscatter receiver divides the received signals into chunks of b bits and computes c-bit checksum for each group of b bits. Second, the backscatter receiver transmits the checksum back to the backscatter transmitter. The values of b and c are determined by a ratio between the transmission rate of data channel, i.e., transmitter-to-receiver channel, and that of feedback channel, i.e., receiver-to-transmitter channel. In this way, the transmission time of both data and feedback are approximately equal. By using the feedback data, the backscatter transmitter can detect errors and collision, and is able to adjust its bitrates based on the channel condition. Additionally, by calculating the c-bit checksum for each chunk of b bits, the full-duplex technique allows the backscatter transmitter to re-transmit a subset of the bits rather than the whole chunk when an error is detected.
Liu et al. [142] study that the full-duplex technique focuses on mixed transmissions of data and feedback signals, thereby requiring asymmetric rates for transmissions in the opposite directions. This is not feasible for future wireless applications, e.g., IoT, in which communication links among the tremendous number of devices exist. Therefore, Liu et al. [142] propose a novel multiple-access scheme, namely time-hopping full-duplex backscatter communication (BackCom), to simultaneously mitigate interference and enable asymmetric full-duplex communications. In particular, the proposed scheme includes two components, i.e., a sequence-switch modulation and full-duplex BackCom. The key idea of the sequence-switch modulation is that bits are transmitted by switching between a pair of time-hopping spread-spectrum sequences with different nonzero chips to represent bits '0' and '1'. By doing this, the interference produced by time-hopping spread-spectrum is reduced. The numerical and simulation results demonstrate that the proposed full-duplex BackCom achieves higher performance in terms of BER, energy-transfer rates, and supporting symmetric full-duplex data rates. However, this system occupies a large spectrum bandwidth since it adopts time-hopping spread-spectrum.
In [88] , a multi-phase backscatter modulator is introduced to circumvent the phase cancellation problem at the backscatter transmitters. The authors indicate that the phase difference between ambient RF signals and reflected signals at the backscatter receiver can significantly impact the amplitude of received signals. Thus, during the cancellation phase, the backscatter receiver cannot extract data from the received signals. To address this problem, the authors propose a modulator for the backscatter transmitter which enables multi-phase backscattering. Under this scheme, the backscatter transmitter backscatters its data in two successive intervals with different phases. Thus, if there is a cancellation phase during one of the intervals, the other interval, which operates at the different phase, will be immune to the cancellation phase. To further improve the transmission performance, the authors propose a hybrid scheme which combines the backscattered signals in these intervals. With an envelope detector, the backscatter receiver can identify four amplitude differences, which helps to differentiate between the amplitudes of the ambient RF signals and the reflected signals more accurately. The simulation and experimental results show that the proposed solutions successfully avoid the phase cancellation problem, and thus improve communication ranges and robustness for ABCSs.
Kim et al. [81] propose an optimum modulation and coding scheme to maximize the network capacity of ABCSs. This scheme finds an optimal value of the reflection coefficient α and the code rate ρ. The authors then formulate a joint optimization problem of α and ρ and use line search algorithms such as Golden section method to find the solution.
The simulation results demonstrate that the network capacity can be improved by 90% higher compared to the conventional modulations, e.g., BPSK. The authors also note that there is a trade-off in selecting the variables α and ρ. For small α, the backscatter transmitter harvests more energy and reflects fewer signals to the backscatter receiver. Consequently, this may lead to an information outage. For large α, the backscatter transmitter harvests less energy and reflects more signals, and thus possibly resulting in a power outage. Likewise, for large ρ, the bitrate is increased but the reliability of the transmission deteriorates. In contrast, for small ρ, the reliability increases, while the bitrate is reduced.
Different from all aforementioned schemes, several works focus on signal detection techniques to improve BER performance of ABCSs. Wang et al. [131] introduce an ML detector to minimize BER without requiring channel state information. The authors indicate that the probability density functions of the conditional random variables vary at different transmission slots. Additionally, as the channel state information is unknown, the backscatter receiver cannot distinguish which energy level corresponds to which state. Thus, it is difficult to detect and extract data at the backscatter receiver. Therefore, the ML detector uses an approximate threshold to measure the difference between two adjacent energy levels. If there is a significant change between two successive energy levels, the detector can decode binary symbols sent from the backscatter transmitter. The simulation results show that the proposed ML detector can achieve high BER performance at around 10 −1 and 10 −2 with 5 dB and 30 dB of transmit SNR, respectively.
Yang and Liang [143] propose a backscatter transceiver design to cancel the direct-link interference for backscatter communications over an ambient orthogonal frequency division multiplexing (OFDM) carrier without increasing hardware complexity. This is a novel joint design for backscatter transmitter waveform and the detector of the backscatter receiver. The time duration of each backscatter transmitter symbol is set to one OFDM symbol period. Thus, for bit '1', there is an additional state transition in the middle of each OFDM symbol period within one backscatter transmitter symbol duration. Therefore, the designed waveform can be easily implemented in low-cost backscatter devices since it has similar characteristics to FM waveform. Additionally, a cyclic prefix is added at the beginning of the OFDM signals to create a repeating structure. With this design, the backscatter receiver can remove the direct-link interference by using an ML detector which exploits the repeating structure of ambient OFDM signals. The simulation results show that the proposed solution can achieve the BER of 9 × 10 −4 with 24 dB of transmit SNR.
Yang et al. [144] extend the work in [143] by considering a transceiver design for multi-antenna backscatter receivers. The authors propose an optimal detector to decode bits from the backscatter transmitter by using a linear combination of the received signals at each antenna. Similar to [143] , this detector also exploits the repeating structure of ambient OFDM signals to obtain interference-free signals. The simulation results demonstrate that the multi-antenna backscatter receiver can achieve higher BER performance than that of the singleantenna backscatter receiver. In particular, the BER decreases quickly as the number of the backscatter receiver's antennas increases, i.e., from 0.5 × 10 −2 to about 10 −6 at the SNR of 9 dB when the number of antennas increases from 1 to 6.
Yang et al. [146] introduce a successive interferencecancellation (SIC) based detector to improve BER performance of ABCSs. The key idea of this detector is that the structural property of the system model is considered. In particular, the backscatter receiver first detects the RF signals, then subtracts its resultant direct-link interference Fig. 11 . Signal constellation and coding scheme [147] . from the received signals, and recovers the backscattered signals. Finally, the RF signals are also estimated based on the backscattered signals. The numerical results show that when the backscattered signals and RF signals have equal symbol period, the proposed SIC-based detectors can achieve near-ML detection performance for typical application scenarios.
Although ML detectors can achieve a decent detection performance, their computational complexity may not be suitable for low-power backscatter receivers. Hence, Qian et al. [80] introduce a low-complexity detector which is able to maintain considerable detection performance. Similar to the ML detector in [131] , this detector also uses a detection threshold to determine '0' and '1' bits. Nevertheless, the threshold is computed using statistic variances of the received signals which are easy to derive. Thus, the computational complexity of the proposed detector is significantly reduced. Intuitively, with M transmitted symbols, and the sampling number of the received signals corresponding to one single symbol is N, the ML detector requires at least (18M + N) complex multiplier and adder (CMA) units and 4M exponent arithmetic units for the calculation of two probability density functions. Instead, the proposed detector needs just 4 CMAs. The simulation results also demonstrate that the BER performance of the proposed detector is as good as the ML detector in [131] .
Liu et al. [147] introduce a coding scheme to increase throughput of backscatter communication. In the proposed coding scheme, three states, i.e., reflecting, non-reflecting, and negative-reflecting are used. The reflecting and non-reflecting states are the same as in conventional ABCSs. In the negativereflecting state, the backscatter transmitter adjusts its antenna impedance to reflect RF signals in an inverse phase. With this three states, there are nine points in the signal constellation, and each point represents three-bit symbols as shown in Fig. 11 where L is the unit distance between two adjacent constellation points. Coding theory shows that it is possible to evaluate the BER performance of coding schemes by using the average Euclidean distance [138] . Thus, the coding scheme without point (0,0) has low BER. As such, the proposed coding scheme removes point (0,0) in the signal constellation to minimize the BER. Based on this coding scheme, the authors then design a maximum a posteriori (MAP) detector to detect signals at the backscatter receiver. Both the simulation and theoretical results demonstrate that the proposed solutions can reduce the Fig. 12 .
Slotted structure of the communication process between the backscatter receiver and K backscatter transmitters [154] . BER to 10 −3 with 15 dB of transmit SNR and increase the throughput up to 10 −1 bits/s/Hz with 20 dB of transmit SNR.
2) Power Reduction: As the amount of energy harvested from ambient RF signals is usually small, backscatter transmitters may not have sufficient power for their operations. Thus, several solutions are proposed to deal with this problem. In fact, these solutions share the same idea as those in BBCSs, i.e., using low-power components in backscatter transmitter circuits.
Kellogg et al. [148] introduce a passive Wi-Fi backscatter transmitter which harvests energy from a Wi-Fi AP. The backscatter transmitter is designed by using low-power analog devices to reduce its energy consumption. The backscatter modulator of the backscatter transmitter consists of an HMC190BMS8 RF switch [108] to modulate data by adjusting the antenna impedance. Additionally, for baseband processing, the authors use a 65 nm LP CMOS node [149] to save power. The authors then implement a prototype on a DE1 Cyclone II FPGA development board by Altera [150] to measure the power consumption of the backscatter transmitter. The experimental results demonstrate that the passive Wi-Fi backscatter transmitter consumes as low as 14.5 μW at 1 Mbps.
Similarly, Wang et al. [75] design a low-power backscatter transmitter which uses off-the-shelf components such as Tektronix 3252 arbitrary waveform generator [151] as a modulator, ADG902 [129] as an RF switch, and a 65 nm LP CMOS node [149] as a baseband processing. With this design, the backscatter transmitter consumes only 11.7 μW of power. In [141] , a low-power backscatter transmitter is implemented on a four-layer printed circuit board using offthe-shelf components such as ADG919 RF switch [152] connected directly to the antenna of the backscatter transmitter and the STMicroelectronics TS881 [153] as an ultra-low power comparator. Furthermore, with a technique that retransmits a subset of bits rather than the whole packet when an error occurs, the backscatter transmitter can save a significant amount of energy. The authors demonstrate that the proposed backscatter transmitter consumes around 0.25 μW for TX and 0.54 μW for RX.
3) Multiple Access: In ABCSs, there can be several backscatter transmitters operating simultaneously. Therefore, multiple access schemes are needed to achieve optimal network performance.
Zhou et al. [154] propose a backscatter transmitter selection technique which allows K backscatter transmitters to communicate with a backscatter receiver. The transmission process is divided into slots, and each slot consists of three sub-slots as shown in Fig. 12 . The first sub-slot contains (K + 1)N 0 symbols. Note that the value of N 0 is not fixed. In the first N 0 symbols, the backscatter transmitters do not backscatter RF signals. In the following KN 0 symbols, each backscatter transmitter backscatters RF signals sequentially. In other words, in the k-th N 0 symbols, only the k-th backscatter transmitter backscatters RF signals for its own data transmission. In the second sub-slot, the backscatter receiver selects a backscatter transmitter with the best transmission condition based on the energy levels of received signals in the first subslot. In the third sub-slot, the selected backscatter transmitter is able to transmit data to the backscatter receiver while the other backscatter transmitters remain silent. In this way, the backscatter receiver can handle transmissions from backscatter transmitters without any interference. The simulation results demonstrate that the backscatter transmitter selection technique can allow the backscatter receiver to successfully receive data from 8 backscatter transmitters.
Liu et al. [155] introduce a multi-access scheme to reduce the direct-link interference at the backscatter receiver. Their work considers an ambient backscatter multi-access system, e.g., for smart-home applications, which allows the backscatter receiver to detect both the signals sent from the RF source and backscatter transmitter instead of adopting cancellation techniques as in most existing works. Specifically, this multi-access system is different from conventional linear additive multi-access systems since backscatter transmitters adopt multiplicative operations, and thus a multiplicative multi-access channel (M-MAC) is also deployed. The numerical results show that the achievable rate region of the M-MAC is larger than that of the conventional TDMA scheme. Moreover, the rate performance of the system in the range of 0-30 dB of the direct-link SNR is significantly improved.
C. Potential Applications
The development of ambient backscatter techniques opens considerable opportunities for D2D communications. Thus, ABCSs can be adopted in many applications such as smart life, logistics, and medical biology [12] , [74] , [75] , [126] , [156] , [157] . ABCSs allow devices, i.e., backscatter transmitters, to operate independently with minimal human intervention.
1) Smart World: ABCSs can be deployed in many areas to improve quality of life. For example, in a smart home, a large number of passive backscatter sensor transmitters can be placed at flexible locations, e.g., inside walls, ceilings, and furniture [74] . These backscatter sensor transmitters can operate for a long period of time without additional power sources and maintenance. The applications include detection of toxic gases, e.g., smoke and CO, monitoring movements, and surveillance. Zhang et al. [64] propose EkhoNet, a high speed ultra-low power backscatter for next generation sensors. EkhoNet is more efficient than the conventional sensing platform, e.g., WISP5.0 or Moo, in terms of power consumption and throughput. In particular, the Ekho system consumes 35 μW of power for sampling an accelerometer at the sampling rate of 400 Hz and 37 μW of power for sampling an audio sensor at a rate of 44 kHz. Furthermore, backscatter transmitters can be embedded inside a variety of objects. A proof-of-concept of ABCSs, i.e., smart card applications, was first introduced in [12] . The authors implement a simple scenario by letting a smart card transmit texts "Hello World" to another smart card. The experimental results show that the texts can be transmitted at a bitrate of 1 kbps and a range of 4 inches with 94% of successful ratio. Wang et al. [75] deploy a backscatter transmitter inside a poster. By using ambient signals from a local FM station operating at 94.9 MHz, the poster can transmit data with texts and audio to its receiver, e.g., a smart phone, to show its supplementary contents. The experimental results show that the prototype can achieve a bitrate of 100 bps at distances of up to ten feet with an ambient signal power of −35 dBm to −40 dBm.
2) Biomedical Applications: Biomedical applications such as wearable and implantable health monitoring require small and long-lasting communication devices. Ambient backscatter transmitters can meet these requirements. Some biomedical prototypes have been implemented. For example, Huang et al. [156] design a battery-free platform for wearable devices, e.g., smart shoes, through backscattering ambient RF signals. A pair of shoes is implemented with sensors and ambient backscatter modules. The sensor in each shoe performs separate tasks, e.g., counting steps and heart rate, and two shoes are coordinated by using the ambient backscatter modules. The experimental results demonstrate that the system can wake up after 5-9 seconds of walking and transmit data with throughputs of 60 bytes every 48 seconds while jogging (1-2 Hz per foot) and 48 bytes per minute while walking (1 Hz per foot). Furthermore, by using ultra-low power components, the proposed platform consumes a small amount of energy, e.g., the micro-controller operates with only 0.9 μA in sleep mode and 180 μA in active mode. However, the bitrate may significantly reduce when moving speed is high. Another interesting application is introduced in [75], i.e., smart fabric. The authors embed a backscatter module inside a shirt to monitor vital signs such as heart rate and breathing rates. The bitrates between the backscatter module and its receiver, i.e., smart phone, are set to 100 bps and 1.6 kbps, respectively. The experimental results show that with an ambient signal of −35 dBm to −40 dBm, the BER is roughly 0.02 at a bitrate of 1.6 kbps. However, at the low bitrate, i.e., 100 bps, the BER is less than 0.005.
3) Logistics: ABCSs can also be adopted in logistics applications because of its low cost. In [12] , ABCS is implemented to remind when an item is out of place in a grocery store. Each item is equipped with a backscatter transmitter, and has a specific identification number. The backscatter transmitter then broadcasts its identification number in an interval of 5 seconds. Furthermore, all backscatter transmitters in the network periodically listen and store their neighbors' backscatter transmitters. In this way, a backscatter transmitter can indicate whether it is out of place or not by comparing its identification number with those of its neighbors. The experimental results show that the backscatter transmitter just needs less than 20 seconds to successfully detect its location, i.e., out of place or not.
D. Discussion
In this section, we have presented a common architecture of ABCSs as well as its limitations. The designs and solutions are reviewed as summarized in Table VI . Similar to BBCSs, in ABCSs, the existing works mainly focus on improving the communication range and bitrate. Other critical issues such as multiple access and security are less studied. A majority of the proposed designs are deployed with two backscatter transmitters communicating with each other. However, in reality, more than two backscatter transmitters may send data to the backscatter receiver simultaneously. Thus, multiple access is an important issue which needs to be further studied. As the backscatter transmitters are designed to have low-complexity and low-cost, simple multiple access schemes such as TDMA and FDMA can be adopted. Random access schemes also can be adopted. Furthermore, the backscatter receiver can receive the signals coming from multiple backscatter transmitters by using different antennas to improve performance. Nevertheless, this may not be feasible in the real system due to higher cost, complexity, and size. Similar to BBCSs, ABCSs can suffer from security threats as the backscatter transmitters are simple devices. Thus, designing security schemes is a critical research direction for the ABCSs. Additionally, most of the existing works only adopt theoretical analysis and numerical simulations which may not be sufficient to prove practicability for real applications. Hence, there is a need for future research to conduct real experiments.
V. EMERGING BACKSCATTER SYSTEMS
Due to its attractive features, many new backscatter communication systems have been developed and introduced recently. In this section, we first review emerging RFID systems with tag-to-tag communication capability which are similar to bistatic systems. Then, the integration of backscatter communications with wireless-powered communication networks (WPCNs) [158] is discussed. Finally, RF-powered backscatter cognitive radio networks (CRNs), i.e., an integration of RF-powered CRNs and ABCSs are reviewed.
A. Tag-to-Tag Communication RFID Systems
RFID systems are mainly used for tracking and identifying objects, e.g., in supply chain applications. However, RFID systems are only reliable at a range of few meters as the tags rely on RFID readers to backscatter their data. The studies have shown that even if a dense infrastructure of RFID readers is deployed, still 20-80% of RFID tags may be located in blind spots [159] . This is stems from the fact that the communication between the tags and the reader can be adversely affected by interference or orientation misalignment [159] . Consequently, RFID readers need to be carefully deployed around the areas, e.g., in warehouses, to collect information from the tags. This is a major challenge for Amazon and Walmart nowadays [160] . Therefore, novel RFID systems are proposed to deal with this problem.
Nikitin et al. [161] propose a passive RFID system in which tags can communicate with each other directly. To do so, the tags backscatters signals from an RF source. If these signals Fig. 13 . Block diagram of the proof-of-concept passive tag-to-tag communication system [161] . are strong, the tags can be completely passive. Otherwise, the tags are equipped with batteries, i.e., semi-passive, but they still communicate with each other by backscattering and require no active RF transmitter. Nikitin et al. [161] then introduce a proof-of-concept passive tag-to-tag communication system as shown in Fig. 13 . This system works in a master-slave mode, which is compatible with existing Gen2 tags [162] . The master tag backscatters commands, i.e., queries, to the slave tags around it, then receives and decodes tag identification number and other data simultaneously. The slave tags are simple Gen2 tags which respond to the master tag's commands through their RN16 messages [162] . The RN16 is a 16-bit random number generated by the tag, and used for tag identification. The RF signal analyzer is deployed to ensure that the Gen2 tags correctly respond to the master tag. The experimental results demonstrate that the proposed tag-to-tag communication system is feasible. However, the authors note that the maximum reliable tag-to-tag communication distance, i.e., the distance between the master and the slave tag, is below 1 inch, since the communication is very sensitive to the positions of the tag.
Being inspired by [161] , Niu and Jagannathan [163] propose a cross-layer design to improve the performance of tag-to-tag communication systems. This approach consists of two protocols, i.e., a multiple access protocol in the data link layer and a routing protocol in the network layer. For the multiple access protocol, similar to Ethernet or 802.11, a carrier sense multiple access (CSMA) scheme is adopted, i.e., network allocation vector. However, this scheme requires timers to run precisely and consistently, and thus it needs more computational resources as well as memories at the tags. Therefore, the authors propose a Dual-ACK virtual carriersensing method. The key idea is that the network allocation vector table is updated only when request-to-send, clear-tosend, and acknowledgment messages are detected. In addition, to deal with the hidden-node problem, two acknowledgment messages are used to ensure that the states of the network allocation vector table are correct. As such, the tag does not need to rely on its timers, and the access to the transmission medium is reduced accordingly. For the routing protocol, the authors design an optimal link cost multi-path routing (OLCMR) protocol based on modulation depth, i.e., the ratio of the higher voltage level to the lower voltage level of the demodulated signals. Similar to the optimum link state routing (OLSR) protocol [164] , OLCMR also constructs the routing table in which the destination address, next-hop address, the number of hops, and cost to that destination are included. However, unlike OLSR, the cost in OLCMR is computed by using the modulation depth. The bigger the modulation depth is, the more energy the tags can harvest. The simulation results demonstrate that the proposed cross-layer design improves the performance of tag-to-tag communication networks in terms of end-to-end (E2E) delay, E2E cost, i.e., the modulation depth, and packet delivery ratio. In particular, the E2E delay is around 15 ms when the number of tags is 160 in the case without collision and around 70 ms with 140 tags in the case with a collision. Moreover, the delivery ratio significantly increases up to 98% with 150 tags in the field. However, it is noted that there is a trade-off among the delivery ratio, E2E hops, and E2E cost. In particular, the higher delivery ratio requires more hops and incurs a higher cost.
B. RF-Powered Cognitive Radio Networks and Backscatter Communications
Cognitive Radio Networks (CRNs) are first introduced in [165] to utilize the spectrum more efficiently. Specifically, in CRNs, a radio can dynamically reconfigure its transmitter parameters, e.g., waveform, protocol, frequency, and transmit power, according to the conditions of its operating environment. In this way, CRNs ensure optimized communications in a given spectrum band. In an RF-powered CRN [166] , a secondary transmitter (ST) can harvest energy from signals of a primary transmitter (PT) and use the harvested energy to directly transmit data to the secondary receiver (SR) when the primary transmitter is not transmitting or is sufficiently far away. This is known as the harvest-then-transmit (HTT) method. There are three modes of CRNs, i.e., overlay, underlay, and interweave CRNs. In the overlay mode, the ST can harvest energy when the primary channel is busy and use the energy to transmit data when the primary channel is idle. In the underlay mode, the ST can transmit simultaneously with PTs, and thus the ST has to control its transmit power to avoid interference to the primary receiver. In the interweave mode, the ST can transmit only when the primary channel is idle, with the maximum power in accordance with the spectral mask. Whenever the primary channel is busy, the ST must immediately cease its transmission and search for another white space, i.e., spectrum that is currently not utilized by the PT. To improve the performance of RF-powered CRNs, many works in the literature focus on the integration of backscatter communications and RF-Powered CNRs. While overlay and underlay CRNs have been extensively studied and analyzed, the interweave mode is still an open issue and needs to be investigated.
1) Overlay Cognitive Radio Networks: Hoang et al. [167] indicate that the performance of RF-powered CRNs depends greatly on the amount of the harvested energy and the condition of the primary channels. For example, when the amount of harvested energy is too small and/or the channel idle probability is low, i.e., the PT frequently accesses the channel, the total transmitted bits will be reduced. Thus, the authors propose a combination of RF-powered CRN and ambient backscatter communications system, namely RF-powered backscatter CRN, which allows the ST not only to harvest energy from primary signals, but also to transmit data to the SR by backscattering primary signals. Note that the backscatter communications and the energy harvesting cannot efficiently be performed at the same time. The reason is that the amount of harvested energy will be significantly reduced if the ST backscatters data, and thus not enough for the active RF transmission. The authors define three different subperiods corresponding to three activities, i.e., backscattering data, harvesting energy, and transmitting data as shown in Fig. 14. In particular, when the PT transmits data, i.e., the channel is busy, the ST can transmit data by using backscatter communications or harvest energy from the RF signals. Otherwise, when the channel is idle, if there is sufficient energy, the ST transmits data to the SR. Therefore, there is a trade-off between backscatter and HTT time to achieve the optimal network throughput. It is then proved that the network throughput is a convex function, and thus there always exists the globally optimal network throughput. The numerical results show that the solution of the proposed optimization problem can achieve significantly better performance than that of using backscatter communications or HTT protocol alone.
Hoang et al. [169] consider the case in which the SR charges a price/fee to the ST if the ST backscatters data to the SR. The Stackelberg game model for the RF-powered backscatter Fig. 15 . The structure of the hybrid transmitter [21] .
CRNs is introduced. In the first stage of the game, the SR, i.e., the leader, offers a price, i.e., for the backscatter time, to the ST, i.e., the follower, such that the expected SR's profit is maximized. Then, in the second stage, given the offered price, the ST chooses its optimal backscatter time to maximize its utility. To find the Stackelberg equilibrium, the authors adopt the backward induction. The simulation results demonstrate that the solution of the Stackelberg game can maximize the profit of the SR while the utility of the ST is optimized given the optimal price of the SR. This work is then extended to multiple STs in [189] .
In [170] , RF-powered CRNs with multiple STs are studied. Similar to [167] , the authors formulate an optimization problem to find the trade-off between data backscatter time and energy harvesting time to maximize network throughput. The authors demonstrate that the objective function, i.e., the network throughput, is concave. Thus, there exists a globally optimal trade-off between data backscatter and energy harvesting time, and also time sharing among STs. Lu et al. [21] introduce a hybrid transmitter that integrates ambient backscatter with wireless-powered communication capability to improve transmission performance. The structure of this hybrid transmitter is shown in Fig. 15 .
The transmitter consists of the following components: • Antenna: shared by an RF energy harvester, a load modulator, and an active RF transceiver, • RF energy harvester: to harvest energy from RF signals, • Load modulator: to modulate data for ambient backscatter communications, and • Active RF transceiver: to transmit or receive active RF signals for wireless-powered communications. In comparison with an ambient backscatter transmitter or a wireless-powered transmitter alone, this hybrid transmitter has many advantages such as supporting long duty-cycle and transmission range. Additionally, the authors propose a multiple access scheme for the ambient backscatter-assisted WPCNs to maximize the sum of throughput of all STs in the CRN. The key idea is similar to that of [170] . Through the numerical results, the authors demonstrate the superiority of the proposed hybrid transmitter compared with the traditional designs [12] , [171] .
2) Underlay Cognitive Radio Networks: In both [167] and [169] , the authors just consider overlay CRNs in which the ST can harvest energy when the channel is busy and transmit data when the channel is idle. Instead, in [168] , the authors extend the work in [167] by considering both overlay and underlay CRNs. Different from the overlay CRN, Fig. 16 .
A backscatter radio based wireless-powered communication network [20] .
in the underlay CRN, the primary channel is always busy. Thus, the transmit power of the ST needs to be controlled to avoid interference to the primary receiver (PR). The authors define a threshold value for the transmit power of the ST to ensure that the interference at the PR is acceptable. Moreover, to maximize the transmission rate, the authors determine an optimal trade-off among backscatter, energy harvesting, and transmission time, under the transmit power constraint of the ST. The simulation results show that the proposed solution can provide a solution for RF-powered CRN nodes to choose the best mode to operate, thereby improving the performance of the whole system.
C. Wireless-Powered Communication Networks and Backscatter Communication
WPCNs allow devices to use energy from dedicated or ambient RF sources to actively transmit data to their receivers. However, in WPCNs, a wireless-powered transmitter may require a long time to acquire enough energy for active transmissions, and thus the performance of the system is significantly sub-optimal. Therefore, backscatter communication systems, i.e., BBCSs and ABCSs, are integrated with the WPCNs. The motivation is from the fact that the backscatter communications can transmit data by backscattering RF signals without requiring any external power source.
Choi and Kim [20] introduce an RF-powered bistatic backscatter design aiming to achieve a long-range coverage. The authors propose a solution combining backscatter radios and WPCNs. It is observed that the backscatter transmitters far away from the backscatter receiver can harvest less energy than that of the nearby backscatter transmitters. The authors propose a bistatic backscatter system which is composed of a carrier emitter and a hybrid access point (H-AP) [171] as shown in Fig. 16 . The H-AP not only broadcasts RF signals to the backscatter transmitters, but also receives backscattered signals. Therefore, the far backscatter transmitters can harvest energy from RF signals of both the carrier emitter and the backscatter receiver, i.e., the H-AP, to improve network performance.
The authors also propose a two-phase transmission protocol for the H-AP. In the first phase, the H-AP uses the downlink Fig. 17 . The wireless-powered heterogeneous network (WPHetNet) model with hybrid backscatter communication [172] , [173] .
to transfer wireless energy to the backscatter transmitters. The backscatter transmitters then reflect data by using FSK modulation on the uplink in the second phase. In contrast, the carrier emitter, which is deployed close to the backscatter transmitters, can always transmit RF signals. As a result, the far backscatter transmitters can derive sufficient energy for their operations. The results show that this network design can extend system coverage range up to 120 meters with 25 dBm and 13 dBm of transmit power at the H-AP and carrier emitter operating at 868 MHz, respectively.
Kim et al. [172] propose a hybrid backscatter communications for WPCNs to improve transmission range and bitrate. Different from [20] , this system adopts dual mode operation of bistatic backscatter and ambient backscatter depending on indoor and outdoor zones, respectively. In particular, the proposed WPCN includes ambient RF sources, i.e., TV towers or high-power base stations, e.g., macrocells, and dedicated RF sources, leading to a wireless-powered heterogeneous network (WPHetNet) as shown in Fig. 17 . If the ST is in the coverage of the carrier emitter, i.e., indoor-zone, it can use both the ambient backscatter and bistatic backscatter, i.e., the dual mode operation. Otherwise, in outdoor-zone, the ST can only adopt ambient backscatter. The authors note that the ST can flexibly select between HTT with bistatic backscatter protocol and HTT with ambient backscatter protocol based on its location, i.e., indoor-zone and outdoor-zone, and energy status. Similar to [167] , the authors also define the harvesting time, backscatter time, and data transmission time to formulate an optimal time allocation problem. The objective is to maximize the throughput of the hybrid backscatter communications in indoor-zone. However, in this work, the energy harvesting and backscatter communication processes can be performed at any time while the data transmission is only performed during the channel idle period to protect the PU's signals. The authors show that the optimal time allocation is a concave problem and can be solved by using KKT conditions. The numerical results demonstrate that the proposed hybrid communication can significantly increase the system throughput. In particular, with 25 W of transmit power at the H-AP Fig. 18 . The structure of the hybrid transmitter and hybrid receiver [174] . and 23 dBm of transmit power at the dedicated carrier signals, the HTT with bistatic backscatter protocol and the HTT with ambient backscatter protocol can achieve throughput of up to 2.5 kbps and 115 kbps, respectively.
Lu et al. [174] propose hybrid D2D communications by integrating ambient backscatter and wireless-powered communications to improve the performance of the system. The authors then design a hybrid transmitter and a hybrid receiver as shown in Fig. 18 . Similar to [21] , the authors introduce a hybrid receiver which can receive and decode data from both the modulated backscatter and active RF transmission. The hybrid receiver consists of two sub-blocks. The first block adopts a conventional quadrature demodulator, a phase shift module and a phase detector to decode the data from active RF transmission. The second block is a simple circuit composed of three main components, i.e., an envelope average circuit, a threshold calculator, and a comparator, to decode the modulated signals. By such, the hybrid receiver can decode both the ambient backscatter and wireless-powered transmission from the hybrid transmitter. As both ambient backscattering and wireless-powered transmission are based on ambient RF energy harvesting which requires no internal power source, the performance of the hybrid transmitter greatly depends on the environment factors, e.g., density of ambient transmitters and their spatial distribution. Therefore, the authors design a twomode selection protocol for hybrid D2D communications, i.e., power threshold-based protocol and SNR threshold-based protocol. Under the power threshold-based protocol, the hybrid transmitter first detects the available energy harvesting rate. If this rate is lower than the power threshold which needs to power the active RF transmission, the ambient backscatter mode will be used. Otherwise, the HTT mode will be adopted. Under the SNR threshold-based protocol, the hybrid transmitter first tries to transmit data by backscattering. If the SNR of the backscattered signals at the receiver is lower than the threshold to decode information correctly, the transmitter will switch to the HTT mode. The authors then analyze the hybrid D2D communications in terms of energy outage probability, coverage probability, and average throughput. Through the stochastic geometry analysis, it is shown that the D2D communications benefit from larger geographical repulsion among energy sources, transmission load and density of ambient transmitters. Additionally, the power threshold-based protocol is more suitable for scenarios with a high density of ambient transmitters and low interference level. On the contrary, the SNR threshold-based protocol is more suitable for the scenarios where the interference level and density of ambient transmitters are both low or both high.
D. Backscatter Relay Networks
Although many designs and solutions are introduced to improve the performance of backscatter networks, the singlehop communication range is still limited. One of the practical solutions recently proposed is to use relay nodes.
Ma et al. [160] introduce an RFID system, named "RFly", that leverages drones as relays to extend the communication range as shown in Fig. 19 . The key idea of RFly is that the drone is configured to collect queries from a reader, forward it to the tag, i.e., backscatter transmitter, and send the tag's reply back to the reader. However, the signals received at the drone's antennas may be affected by interference, i.e., inter-link self-interference and intra-link self-interference. The inter-link self-interference is from the uplink, i.e., from the tag to the reader, and the downlink, i.e., from the reader to the tag, operating at the same frequency. The intra-link selfinterference is the leakage between the drone's receive and transmit antennas. To address the self-interference, the authors adopt a downconvert-upconvert approach and a baseband filter. For the inter-link self-interference, RFly first downconverts the received signals to baseband, low-pass filters for the downlink and bandpass filters for the uplink, and then upconverts before sending. Through this filtering, RFly prevents the relay's self-interference from leaking into the uplink and downlink channels. For the intra-link self-interference, RFly leverages the downconvert-upconvert approach by using different frequencies in the upconvert stage. As such, the frequencies of reader-relay half-link and relay-transmitter half-link are different, and thus the intra-link self-interference is avoided. Through the experiments, the authors demonstrate that RFly can enable the communication between the reader and the tags at over 50 meters in LOS scenarios.
Munir et al. [175] introduce a relaying technique for fullduplex backscatter devices [141] to extend the communication ranges. Specifically, the authors assume that a model in which a source backscatter transmitter, i.e., ST, wants to transmit data to a destination backscatter transmitter, i.e., DT s , but the channel conditions between ST and DT s are not feasible for the transmission. Hence, another backscatter transmitter, i.e., RT, which is located close to ST, is used as a relay between ST and DT s . However, the relay RT may have data which needs to transmit to its own destination, i.e., DT r . Therefore, the authors propose a protocol including two cases, i.e., RT with and without data to transmit. For each case, the transmission time is divided into two phases. ST transmits data to RT in the first phase, and RT transmits the received data to DT s in the second phase. If the relay RT has its own data to transmit in the first phase, RT receives data sent from ST and transmits its data to DT r simultaneously. The authors then set up a simulation test to evaluate the performance of the relaying technique. A TV tower operating at 539 MHz with 10 kW of transmit power is used as an RF source. The ST-to-RT and RT-to-DT s distances are 1 meter. The simulation results show that ST can successfully send data to DT s through the support of RT. Additionally, the ST-to-RT and RT-to-DT s bitrates can be up to 2 kbps and 1 kbps, respectively.
E. Visible Light Backscatter Communications
Visible light backscatter communications system (VLBCS) is proposed to enable efficient data transmissions in RF limited environments, e.g., in hospitals or on planes. In general, the principles of VLBCSs are similar to backscatter RF systems. Specifically, Li et al. [176] design a backscatter transmitter, namely ViTag, that transmits data by using ambient visible light. ViTag first harvests energy from ambient light through solar cells to support its internal operations. Then, ViTag adopts a liquid crystal display (LCD) shutter to modulate, i.e., block or pass, the light carrier reflected by a retro-reflector. At its backscatter receiver, the modulated signals are amplified, demodulated, digitized, and finally decoded. In other words, ViTag can send its data to the backscatter receiver by backscattering visible light. The experimental results demonstrate that ViTag can achieve a downlink rate of 10 kbps and an uplink rate of 0.5 kbps over a distance of up to 2.4 meters.
However, as VLBCSs usually use single-carrier pulsed modulation scheme, i.e., OOK, their throughput is limited. Thus, in [177] , the authors extend the idea in [176] by using 8pulse amplitude modulation (8-PAM) scheme to increase the throughput. The experimental results show that by using 8-PAM, a bitrate of 600 bps can be achieved at a distance of 2 meters compared to 200 bps when using OOK scheme. To further improve the bitrate of VLBCSs, Xu et al. [178] propose a trend-based modulation scheme. In OOK modulation, a symbol is modulated once the LCD completely changes its on/off state, and thus the interval for modulation is not minimized, e.g., 4 ms with ViTag. The authors observe that as soon as the LCD changes its states, even if incompletely, the level of its transparency will change over short time, i.e., 1 ms. This time is long enough to produce a distinguishable decreasing trend on the backscatter receiver side. This means that 1 ms can be used as a minimum modulation interval in the trend-based modulation. As a result, the proposed modulation scheme can achieve a bitrate of up to 1 kbps and 4 times higher than that of the ViTag.
F. Long-Range LoRa Backscatter Communications
Nowadays, as wireless applications are dynamically expanding their scale, there is a demand for wide area backscatter communications. Therefore, Talla et al. [179] introduce a backscatter communication system enabling long-range transmissions, namely LoRa. Specifically, LoRa uses the chirp spread spectrum (CSS) modulation which represents a bit '0' as a continuous chirp that increases linearly with frequency, while a bit '1' is a chirp that is cyclically shifted in time. The CSS modulation has several advantages for long-range communications such as achieving high sensitivity and resilient to fading, Doppler, and interference. However, the CSS modulation requires continuously changing the frequency as a function of time. Thus, the authors propose a hybrid digitalanalog backscatter design which uses digital components to create a frequency plan for the continuously varying CSS signals and map it to analog components by using a low-power DAC. Furthermore, the authors introduce a backscatter harmonic cancellation mechanism to reduce the interference and improve the system performance. The key idea of this mechanism is adding voltage levels to approximate the sinusoidal signals and obtain a cleaner frequency spectrum. The experimental results show that LoRa can operate at the distance between the RF source and the backscatter receiver up to 475 meters. Additionally, the authors deploy LoRa in different scenarios, i.e., a 446 m 2 house spread across three floors, a 1210 m 2 office area covering 41 rooms, and a one-acre 4046 m 2 vegetable farm, and demonstrate that LoRa backscatter can achieve reliable coverage.
VI. OPEN ISSUES AND FUTURE RESEARCH DIRECTIONS
In this section, we discuss a few open research problems that have not been fully studied in the literature and require further research attention.
A. Heterogeneity of Ambient Signals
Almost all the ambient backscatter transmitter designs are specific to a certain signal source, e.g., Wi-Fi or TV signals. However, in many cases, the signal from the specific source is not available. Therefore, UWB backscatter techniques are introduced [180] . The techniques allow the backscatter transmitter to use a wide variety of ambient sources operating in the 80 MHz to 900 MHz range such as FM radios, digital TVs, and cellular networks. However, different signals from different sources have different characteristics and patterns. Thus, it is important to optimize the backscatter transmission strategies, e.g., using FM bands and digital TV jointly to optimize network throughput.
B. Interference to Licensed Systems
Many ABCSs rely on ambient signals from licensed sources. Therefore, backscattering can cause interference to licensed users. In [12] , through experiments, the authors show that if the ambient backscatter rates are less than 10 kbps, the TV receiver does not see any noticeable glitches for distances greater than 7.2 inches. However, in general, this may not be the case especially for the high bitrate ABCSs. As a result, modeling interference for ambient backscatter transmitters need to be done carefully. In particular, stochastic geometry models and spatial analysis can be applied to investigate and evaluate the interference to licensed systems.
C. Standards and Network Protocols
So far, testbeds and network protocols used in ABCSs have been developed for particular purposes and have proprietary features. For example, in [12] FM0 encoding is used to reduce energy consumption on backscatter devices, while in [140] multi-bit encoding mechanism is adopted to increase the data rate for ambient backscatter communications. This makes backscatter devices less interoperable or even totally incompatible. Therefore, there is an urgent need for the development of communication standards and network protocols, e.g., packet format, network stack, and MAC protocol, for future ABCSs.
D. Security and Jamming Issues
Due to the simple coding and modulation schemes adopted, backscatter communications are vulnerable to security attacks such as eavesdropping and jamming. The passive nature of backscatter communications making it challenging to secure backscatter secrecy. On one hand, any attacker that uses active RF transmitters can be more powerful to impair the modulated backscatter [181] . On the other hand, attacks on the signals sources, e.g., denial-of-service attack, can also jeopardize backscatter communications. Moreover, the resource constraints in backscatter transceivers make them impractical or even impossible to implement typical security solutions such as encryption and digital signature. Some existing research efforts mainly focus on physical-layer security approaches to protect secrecy. For example, [182] and [183] utilize artificial noise injection with the help of the reader to safeguard backscatter communications in RFID systems. However, this approach cannot be directly adopted in ABCSs as there are not dedicated readers. It is imperative to design simple, yet effective solutions to enable secure ambient backscatter communications.
E. Millimeter-Wave-Based Ambient Backscatter
Utilizing high-frequency millimeter waves (mmWave) for high speed communication has been deemed as one of the enabling technologies for the fifth-generation cellular networks. Due to different physical characteristics from UHF waves, mmWave requires LOS communication channels and miniaturized high-gain antennas and antenna arrays [184] . The recent work in [185] demonstrates that the MBCSs working in mmWave bands can achieve a 4 Gigabit backscatter transmission rate with binary modulation. The ABCSs using mmWave are feasible to be developed.
F. Full-Duplex Based Ambient Backscatter
As ambient backscatter devices can communicate with each other, the full-duplex technique can be adopted to improve the performance of ABCSs. For example, Liu et al. [141] introduce an ambient backscattering system in which the backscatter receiver can send feedback to the backscatter transmitter to inform any error after receiving. In [142] , timehopping full-duplex backscatter communication is introduced to simultaneously mitigate interference and enable asymmetric full-duplex communications. However, these approaches face many critical issues such as interference generated by reflection from the nodes with backscatter antennas and spectrum efficiency. Therefore, further efforts are needed to address these issues.
G. Wireless Body Area Networks and Ambient Backscatter Communications
Having many prominent features, ambient backscatter can be adopted to facilitate many practical applications for wireless body area networks (WBANs). The recent work in [156] designs smart shoes supported by ambient backscatter to count steps or heart rate. Wang et al. [75] successfully implement smart fabric applications based on backscatter communications to monitor vital signs such as heart rate and breathing rate. Furthermore, Mandal et al. [186] design a low-power, batteryfree sensor to monitor multiple biomedical signals, e.g., heart sounds, electrical heart signals, blood oxygen saturation, respiratory sounds, blood pressure, and body temperature, by implementing a backscatter module to transmit data by using ambient RF signals. However, there are only a few works focusing on this research direction. Thus, further studies on practical applications are needed for communication protocols, network design, and industry standards.
H. Backscatter Communications for Internet of Things
With many prominent features, backscatter communications pave the way for empowering IoTs. However, the system performance can be significantly limited due to interference and double fading effects in large network architectures in which the backscatter devices and RF sources are located randomly, e.g., as points of independent Poisson point processes, in the same area. Some approaches are available to address this issue. For example, Bacha et al. [187] adopt tools from stochastic geometry to analyze the coverage and capacity of the network. Additionally, adaptive transmit multisine waveforms [188] can be used to optimize SNR-energy region for general scenarios including multiple antennas and multiple backscatter devices.
VII. CONCLUSION
Ambient backscatter is a promising technology for today's large-scale self-sustainable wireless networks such as wireless sensor networks and Internet of Things. In this article, we have presented a comprehensive survey of ambient backscatter communications systems. We have first introduced the fundamentals of backscatter communications in different configurations. Common channel coding and modulation schemes were also reviewed. Then, we have provided literature reviews of bistatic backscatter communications systems regarding principles, advantages, limitations, and solutions to improve the system performance. Next, we have presented the general architecture as well as basics of ambient backscatter communications systems. Several state-of-the-art designs, solutions, and implementations in the literature were reviewed in detail. Furthermore, emerging applications in many areas of backscatter communications have been discussed. Finally, we have highlighted the practical challenges and future research directions.
